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Executive Summary
The use of drones for military purposes over the past twenty years has attracted
considerable interest, comment, and scrutiny, but there has been far less focus
on the use of military-style drones for security purposes in the civilian world. One
of the areas where this is most apparent is in the use of drones for border control.
Drones are now being used to patrol national borders in many different parts
of the world but this poses significant challenges to traditionally held views on
personal privacy and individual liberties and raises important legal, ethical, and
moral questions about how military technology is used in civilian society. In
some cases, the use of drones may exacerbate military tension over disputed
borders. A drone flown close to the border with a neighbouring state with which
relations are poor may be seen as provocative and bring about potentially
dangerous consequences.
This report maps out the current state of play on the use of drones for border
surveillance and control, explores the practical and political issues associated
with the use of drones for this purpose and some of the ethical questions and
risks. The report reviews how drones are used in border control by a number
of nations, with differing motives:
• The United States, which has pioneered the use of drones to patrol its land
borders with Mexico and Canada.
• The European Union, where drones are playing a key role in attempts to
‘push back’ irregular migrants aiming to cross the Mediterranean Sea.
• The United Kingdom, which is beginning a journey which would see drones
used regularly to police the skies of the English Channel and elsewhere.
• China, where the use of drones in contested border areas raises risks of
provocation and conflict escalation.
• Korea, where the two rival states on the Korean Peninsula regularly use
drones to spy on each other’s’ military activities.
• Russia, and its sensitivity over the use of drones for intelligence-gathering
operations along its borders with NATO members.
• Australia, where a nationalist government sees drones as the solution for
monitoring vast areas of ocean to prevent irregular migrants from entering
the country.
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Finally, we look at the use of drones by a variety of non-state actors and nongovernment organisations for both lawful and unlawful purposes to exploit or
highlight inadequacies in the way borders are managed by sovereign states.
The study concludes that the use of drones for border control is a symptom of
viewing borders predominantly in terms of ‘security’ and perceiving people
crossing borders as a security threat, with negative implications for the rights of
individuals. Drones are often used as part of an integrated set of technologies –
satellites, sensors, smart walls – in border policing. The use of drones and
advanced combat-derived technology for border control operations is part of
a security paradigm where border control operations are heavily influenced
by the military and driven by ‘national security’ considerations rather than
human needs.
On the basis of our findings, we highlight the following as particular risks
resulting from the use of drones in border areas:
• The risk that drones will increasingly be used for surveillance of the wider
population – not just those involved in criminal activities at borders – at
‘upstream’ internal border locations, and not just the geographically-defined
border itself.
• The risk that the use of drones, as a primarily military technology, in border
control will contribute to the dehumanisation of those attempting to cross
borders and increase the potential for human rights abuses.
• The risk that states will use drones, as opposed to crewed aircraft and assets,
to evade their humanitarian responsibilities to those in distress.
• The risk that information from unrelated surveillance activities (for example
shipping control or traffic monitoring) is passed on to border control and
other law enforcement agencies for inclusion into a broader ‘intelligence
picture’.
• The risk that, if drones are deployed in a zone where there are border
tensions between two nations, there will be a blurring between military
and policing roles and a temptation to use drones in spying or intrusion
missions which may escalate tensions.
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1

INTRODUCTION
The use of unmanned aerial vehicles (UAVs), commonly known as drones, for
military purposes over the past twenty years has rightly attracted considerable
interest, comment, and scrutiny. There has been far less focus, however, on the
use of military-style drones for security purposes in the civilian world. One of
the areas where this is most apparent is in the use of drones for border control.
Today, military technologies developed as part of the endless ‘war on terror’ are
coming home in troubling ways, posing significant challenges to traditionally
held views on personal privacy and individual liberties. Unarmed drones
operated by state agencies have begun to appear in the skies above many
industrialised countries, and drones have also proliferated into the hands of nonstate groups with harmful intentions. The military use of drones has normalised
their adoption for a wide range of purposes on the battlefield and, increasingly
in the civil sector, but there has been little debate over this even though it raises
important legal, ethical, and moral questions about how military technology is
used in civilian society.1
The increasing use of drones for border control has a direct bearing on these
questions. As this report demonstrates, drones are now being used to patrol
national borders in many different parts of the world. Their ability to provide
surveillance for extended periods, monitor remote and inaccessible areas, and
relative ease of deployment makes them attractive tools for agencies responsible
for border control. At the same time, surveillance drones and their sensors are
based on sophisticated military technology which is often seen by governments
as providing an easy answer to complex social and political crises. The use of
drones for border control is a symptom of viewing borders predominantly in
terms of ‘security’ and perceiving people crossing borders as a security threat.
The use of drones for border control also raises the question of where, exactly,
does a border end? Although a border may be a thin line on a map which
precisely defines the territory of a state, for security purposes its definition is
much more complex. Government agencies have sweeping powers to enforce
border security across the whole nation in terms of tackling border crime,
identifying irregular migrants, and imposing security requirements upon
travellers and goods crossing borders. Drones enable ‘upstream’ surveillance
which allows a state to monitor and intervene in developments both inside and
outside the country, far from its immediate border, for example by assessing
1 Ashley Deeks: ‘How The Endless War Came Home’. War On The Rocks, 19 March 2020.
https://warontherocks.com/2020/03/how-the-endless-war-came-home/
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migration patterns, observing events in neighbouring nations, or asserting
control over remote seas. The result is an invisible, quietly-growing dragnet
within which the state is increasingly able to observe and intrude in the lives
of citizens. A drone flown close to the border with a neighbouring state with
which relations are poor may be seen as provocative and bring about potentially
dangerous consequences.
This report aims to map out the current state of play on the use of drones for
border surveillance and control, exploring the practical and political issues
associated with the use of drones for this purpose and some of the ethical
questions and risks. We review how drones are used in border control by a
number of nations with differing motives – the United States, the European Union
and its member states, the United Kingdom, China, Korea, Russia, and Australia –
as well as by non-state actors and non-government organisations, and attempt
to draw lessons and conclusions about the resulting impacts on society.  
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United States of America
The United States of America has long used drones to patrol its borders,
particularly its southern border with Mexico. Drones first started patrolling
America’s borders in the early 1970s when the Nixon government began work to
develop a sophisticated network of sensors and surveillance devices along the
US–Mexico border. The network was based on plans for a similar system, known
as ‘Igloo White’, which was intended to act as a surveillance network in the jungles
of South East Asia for detecting Viet Cong supply routes during the Vietnam war.
The initiative was the beginning of a programme of electronic surveillance around
the US–Mexico border which continues to expand today. Under the programme
remotely controlled pilotless QU-22B aircraft operated by the US Air Force
were flown over the border to relay data from sensors planted at distant border
locations back to controllers.2
More recently, the US Marine Corps deployed RQ-2 Pioneer drones to the southern
border in support of civilian agencies in 1990, 1998, 1999, 2001, and 2002 as part
of Joint Task Force Six, an inter-agency drug interdiction campaign which was
also credited for apprehending many individuals involved in unauthorised border
crossings. In 2017 and 2018 the Army deployed the MQ-1C Gray Eagle drone (a
version of the Predator developed for Army use) and the Marines deployed the
smaller RQ-21 Blackjack for further security operations on the US–Mexico border.
These operations were typically discrete actions lasting for several months.3
The US military continues to play a role in border policing operations along
the US–Mexico border. In 2018 President Trump deployed the US National
Guard (a military reserve force) along the US border with Mexico, and there has
been speculation that military Reaper drones may in future be used in border
surveillance and intelligence gathering operations as part of this initiative.4
A Department of Defense MQ-1C Gray Eagle drone was on call throughout
2018 in support of southern border security missions.5
2 Matt Novak: ‘How The Vietnam War Brought High-Tech Border Surveillance To America’. Gizmodo,
29 September 2015. https://www.gizmodo.com.au/2015/09/how-the-vietnam-war-brought-high-techborder-surveillance-to-america/
3 Dan Gettinger: ‘The Drone Databook’. Center for the Study of the Drone at Bard College, September
2019. P239. https://dronecenter.bard.edu/files/2019/10/CSD-Drone-Databook-Web.pdf
4 Tom McKay: ‘Report: National Guard Wants To Fly MQ-9 Reaper Drones At The U.S.-Mexico Border’.
Gizmodo, 13 September 2018. https://www.gizmodo.com.au/2018/09/report-national-guard-wants-tofly-mq-9-reaper-drones-at-the-us-mexico-border/
		 William M. Arkin: ‘Exclusive: Military Fears Being Sucked Into Domestic Spying as Trump Orders Troops
to Mexico Border’. Newsweek, 4 February 2020. https://www.newsweek.com/exclusive-military-fearsbeing-sucked-domestic-spying-trump-orders-intelligence-gathering-1495804
5 Kelsey D. Atherton: ‘The Pentagon is flying more drone missions along America’s border’. Defense News,
10 February 2019. https://www.defensenews.com/unmanned/2019/02/11/the-pentagon-is-flying-moredrone-missions-along-americas-border/
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However, day-to-day control of the US’ borders is the responsibility of the
Department of Homeland Security’s Bureau of Customs and Border Protection
(CBP). CBP first tested a drone over the southern border in 2004, using an Elbit
Hermes 450 medium altitude long endurance (MALE) drone for surveillance.
In October 2005 CBP flew its first General Atomics Predator drone – an
unarmed version of the aircraft infamously used by the US military – along the
border with Mexico. The aircraft crashed into a hillside near Nogales, Arizona
in April 2006 after the contractor flying it shut down the engine in mid-flight. 6
CBP now has a fleet of ten General Atomics Predator B and Guardian
(another member of the Predator family) drones which fly from Sierra Vista in
Arizona and Corpus Christi in Texas to watch the southern border and from
Grand Forks, North Dakota, to patrol the northern border with Canada. The
programme is operated by CBP’s Air and Marine Operations (AMO) and,
according to drone analyst Arthur Holland Michel, “represents the federal
government’s most sustained and substantial domestic drone programme.”7
CBP’s Predator drones are used in three roles. They fly on routine patrols
to search for the illegal transit of goods or people across the border; they
provide aerial support for law enforcement activities and investigations;
and they can support the emergency response to disasters such as forest
fires and flooding.

US Customs and Border Protection regularly flies Predator drones above the USA's borders and beyond Credit Gerald Nino / Wikimedia Commons
6 Arthur Holland Michel:’Customs and Border Protection Drones’. Center for the Study of the Drone at Bard
University, January 7, 2015. https://dronecenter.bard.edu/customs-and-border-protection-drones/
7 Arthur Holland Michel:’ Customs and Border Protection Drones’, op cit.
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For border patrol operations CBP’s Predators are used “to conduct missions in
areas that are remote, too rugged for ground access, or otherwise considered too
high-risk for manned aircraft or personnel on the ground.”8 They are equipped with
electro-optical and infrared cameras which can record in day or night and track the
movement of vehicles and boats and gather terrain information. One of the aircraft
is equipped with a Wide Area Surveillance System, which allows the crew to monitor
an area approximately 3.7 miles wide (see Box 1). The drones can stay in the air for
up to 30 hours and can conduct persistent surveillance over a selected area.
Box 1

Wide Area Persistent Surveillance: A permanent eye in the sky
The development of wide area persistent surveillance (WAPS), also known as
wide-area motion imagery (WAMI) or wide-area airborne surveillance (WAAS),
is closely linked to the evolution of the US Reaper drone programme. First
developed as part of an initiative to tackle the use of deadly roadside bombs
by insurgents in Iraq against the US occupying forces, WAPS systems are able
to provide continuous views of large areas and monitor and track activity
within these areas.
Mounted on a drone or small aircraft, WAPS systems combine high-resolution
imaging technology and artificial intelligence computer processing to capture
and archive video footage over an area several thousand times larger than
a traditional camera is able to do – typically a city-sized area, kilometres
in diameter. Operating over an extended period of time, they are able to
maintain a continuous record of events within a given area of coverage,
allowing people, vehicles, and objects to be identified. The movements of
these ‘targets’ can be monitored in real time or tracked backwards to establish
where they have come from, where they are going, who they have contacted,
and patterns of life. Air-based WAPS systems such as Gorgon Stare, Constant
Hawk, Angel Fire, and Blue Devil are credited with having ‘eliminated’
thousands of suspected insurgents in the Middle East.
Having witnessed the capability of such systems in the war zone, electronics
companies and ex-military entrepreneurs are now keen to apply them to
domestic policing by ‘filming everything all the time’ to identify criminals
and criminal networks. WAPS systems have been trialled by law enforcement
agencies over a number of cities in the US and apparently also in the UK,
where the Ministry of Defence has sponsored a number of unpublicised test
flights tracking cars along major roadways.9

Difficulties and questions
After high initial expectations, the Predator border surveillance programme
appears to have been somewhat of a let-down for the US government
authorities. This became apparent after an audit conducted by the Department
of Homeland Security’s inspector general in 2014 which concluded that the
programme had cost five times as much as expected; aircraft were frequently
grounded; operations were restricted by weather and airspace restrictions,
and that the drones had only helped identify a small number of illegal border
crossings. The inspector general found “little or no evidence” that the fleet
8 ‘Privacy Impact Assessment for the Aircraft Systems’. Report DHS/CBP/PIA-018, Department of
Homeland Security, 9 September 2013. P4. https://www.dhs.gov/sites/default/files/publications/
privacy-pia-cbp-aircraft-systems-20130926.pdf
9 Arthur Holland Michel: ‘Eyes In The Sky: The Secret Rise of Gorgon Stare.’ Houghton Mifflin Harcourt, 2019.
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had met its programme expectations and concluded that money allocated to
expand the programme could be put to better use by investing in alternatives
such as manned aircraft and ground surveillance assets.10 A subsequent audit
by the inspector general highlighted concerns that CBP did not have adequate
security precautions in place to safeguard data collected using the drones.
Failures included a lack of monitoring to ensure effective handling of security
incidents; inconsistent oversight of contract personnel; and inadequate
control of access to ground control stations housing surveillance data.11
The Cato Institute, a US think-tank, has also critiqued the use of drones for
border surveillance and raised concerns about the privacy implications of
drone surveillance, warning that they allow CBP to “freely use its surveillance
authority to collect information on the lives of law-abiding US residents inside
the United States”.12 The Institute recommends that CBP should wind down
its drone programme and in the meantime establish more robust privacy
protections (see Box 2).
One of the Cato Institute’s greatest concerns about the programme is that
CBP Predator drones are not used exclusively for border patrol purposes.
According to a CBP fact sheet “the MQ-9’s unique capability for enduring,
covert surveillance of illicit activities along US borders and approaches
is in high demand by CBP and its partners”, and the drone has a “large
interagency customer base.” This includes other agencies within the
Department of Homeland Security, such as the Drug Enforcement Agency;
other law enforcement agencies such as the FBI and local police and sheriff
departments; and civilian agencies such as the Coast Guard, Federal
Emergency Management Agency, and National Weather Service.13

Straying from the border
In an effort to understand how the drones are used by CBP and other agencies,
an investigation by science and technology website Gizmodo in June 2020 used
flight tracker data to trace flight paths of seven of CBP’s Predator drones over the
previous year. Although the majority of the drones’ flight paths were, as would be
expected, close to or along the border, the data reveal that the aircraft have also
been operated in locations far from the US’s borders.14 CBP asserts the authority
to undertake operations within 185 km of the border itself, and within 161 km of
any port of entry to the US, and the drones were occasionally used to intensively

10 ‘U.S. Customs and Border Protection’s Unmanned Aircraft System Program Does Not Achieve Intended
Results or Recognize All Costs of Operations’. Report OIG-15-17, Department of Homeland Security
Office of Inspector General, 24 December 2014. https://www.oversight.gov/sites/default/files/oigreports/OIG_15-17_Dec14.pdf
		 Craig Whitlock, ‘U.S. surveillance drones largely ineffective along border, report says’. Washington Post,
6 January 2018. https://www.washingtonpost.com/world/national-security/us-surveillance-droneslargely-ineffective-along-border-report-says/2015/01/06/5243abea-95bc-11e4-aabd-d0b93ff613d5_
story.html?utm_term=.c26cee21d1d0
		 ‘MQ-9 Unmanned Aircraft System Capability Analysis’. Department of Homeland Security Science and
Technology Directorate, 22 September 2016. https://www.dhs.gov/sites/default/files/publications/
FactSheet%20-%20MQ-9%202016.09.22%20Final_2.pdf
11 ‘CBP Has Not Ensured Safeguards for Data Collected Using Unmanned Aircraft Systems’. Report
OIG-19-79, Department of Homeland Security Office of Inspector General. 21 September 2018.
https://www.oig.dhs.gov/sites/default/files/assets/2018-09/OIG-18-79-Sep18.pdf
12 David J. Bier and Matthew Feeney: ‘Drones on the Border: Efficacy and Privacy Implications’.
Cato Institute, 1 May 2018. https://www.cato.org/sites/cato.org/files/pubs/pdf/irpb_5.pdf
13 ‘MQ-9 Unmanned Aircraft System Capability Analysis’. Department of Homeland Security Science and
Technology Directorate, op cit.
14 Tom McKay and Dhruv Mehrotra: ‘We Mapped Where Customs and Border Protection Drones Are
Flying in the U.S. and Beyond’. Gizmodo, 10 June 2020. https://www.gizmodo.com.au/2020/06/wemapped-where-customs-and-border-protection-drones-are-flying-in-the-u-s-and-beyond/
		 Dhruv Mehrotra: CBP Drones. https://dhruvmehrotra3.users.earthengine.app/view/drones
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watch border cities within these zones, such as Laredo, Texas, and also cities
outside the zone, such as San Antonio, Texas. They also occasionally flew
outside the US’s borders into Mexico.
CBP’s Predator drones were also used to observe political protests, such as
protests at Standing Rock Sioux tribal lands against the Dakota Access Pipeline
in 2016 and protests in Minneapolis in May 2020 against racism and police
brutality following the killing of George Floyd by officers from Minneapolis
Police Department. In February 2020 one of the drones spent hours loitering
above indigenous land in Minnesota that had been the site of protest against tar
sands pipelines. Perhaps most surprisingly of all, in February / March 2020 one
aircraft conducted 20 operations in Panama’s airspace, focusing on islands and
small towns in the Gulf of Panama. Panama City “sits between the two cocaine
smuggling routes that move approximately 84 per cent of all cocaine destined
for the United States,” according to CBP.

Flight tracking maps reveal that US Customs and Border Protection predator drones have flown missions far from the USA’s border areas
Credit Gizmodo

The politics of the US–Mexico border have assumed a high profile in American
politics over recent years, largely as a result of inflammatory rhetoric by
President Trump, his proposals for a border wall, and his 2019 declaration
of a national emergency concerning the southern border. Although many
of Trump’s immigration policies have faced fierce opposition in the House
of Representatives, there is nevertheless a measure of bipartisan political
support for continued development of a ‘smart wall’ based on surveillance
technology along the border, which is seen as being cheaper, less disruptive,
and less politically controversial than Trump’s physical wall. Proponents
of a ‘smart wall’ are willing to fund further expansion of the long-standing
programme of electronic surveillance around the US–Mexico border, with the
vision of building a coast-to-coast technological barrier made up of a variety
of sensors to watch those who attempt to cross the border in remote areas
without authorisation.15
Previous efforts to create a surveillance network on the US borders have
had mixed results. The Secure Border Initiative Network (SBINet) initiative,
15 Shirin Ghaffary: ‘The “smarter” wall: How drones, sensors, and AI are patrolling the border’. Vox, 7 Feb 2020.
https://www.vox.com/recode/2019/5/16/18511583/smart-border-wall-drones-sensors-ai
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intended to create a web of surveillance towers, sensors, and command
centres along the borders, was commenced by the Bush Junior administration
in 2006. The project was cancelled in 2011 with just 53 miles of the virtual
fence built after a General Accounting Office report severely criticised
the project and $1 billion had already been spent. However, since then
surveillance technology has improved, and the advent of artificial intelligencebased image analysis, with the potential to automatically detect intruders
and alert controllers, has rekindled interest in such a scheme.
According to Todd Miller, author of the book ‘Border Patrol Nation’, in 2012
the US–Mexico border was watched by “377 remote video surveillance
systems, 195 local video surveillance systems, 305 large-scale nonintrusive
inspections systems, 75 Z Backscatter vans, 261 Recon FLIRs, more than
12,000 sensors, and 41 mobile surveillance system trucks.”16 Since then further
and more sophisticated equipment has been installed. This includes artificial
intelligence-powered cameras; radar, lidar, seismic, acoustic, and magnetic
sensors; fibre optic sensing able to detect tunnelling; and mobile phone
location and tracking systems.
Drones have an integral role in this border smart wall. As well as operating
a Predator drone fleet, CBP is also exploring the role of smaller drones in
watching the border and in September 2017 began testing hand-launched
drones. CBP claims “great success” with the pilot schemes undertaken to
date. Between October 2018 and April 2019, the US Border Patrol flew small
drones for a total of around 176 flight hours, resulting in 474 apprehensions
of individuals at the border. The agency has now placed an order for around
100 more small drone systems, including about 40 Aeryon SkyRaiders
and 60 Lockheed Martin Indago 3 systems, which will join AeroVironment
Ravens and InstantEyes on loan from the Department of Homeland Security.
Pilot programmes will continue along both the US southwest and northern
borders to assess their value.17
Box 2

Drones on the border: undermining the spirit of the American Revolution?
The Cato Institute is an influential US think tank which claims to further
the principles of the American Revolution by advocating a limited role for
government in domestic and foreign affairs and support for free markets
and individual liberty. In 2018 the Institute published ‘Drones on the Border’,
a briefing which examined the effectiveness and privacy implications of
the CBP drone programme.18
The briefing took a sceptical view of the use of drones for border protection
and argued that drones “have failed to help CBP apprehend illegal border
crossers and seize drugs,” calculating that their use had only led to 0.5 per
cent of apprehensions of those crossing the border at a cost of $32,000 per
arrest compared with an average cost of apprehension of less than $9,000.
It concluded that CBP’s Predator drones were airborne only 6.4 per cent of
available hours per year from 2013 to 2016, whereas CBP’s other aerial assets,
such as unmanned aerostats (balloons) fitted with the Tethered Aerostat
Radar System, which are relocatable at various points around the border,
are able to operate around 60 per cent of the time.

16 Todd Miller: ‘Border Patrol Nation: Dispatches from the Front Lines of Homeland Security’. City Lights
Publishers, April 2014.
17 Shirin Ghaffary: ‘The “smarter” wall: How drones, sensors, and AI are patrolling the border’, op cit.
18 David J. Bier and Matthew Feeney: ‘Drones on the Border: Efficacy and Privacy Implications’, op cit.
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The briefing pointed out that CBP’s drones also lack the authority to fly in
certain areas. They require advanced permission from the US Department of
Defense to fly in restricted airspace and they cannot fly in areas with a high
volume of commercial flights, which excludes large areas of the border in
California and Arizona from drone coverage. Two CBP drones have crashed
within ten years of purchase – one because of human error in 2006 and
another owing to a generator failure in 2014 – further reducing coverage.
The Cato Institute challenges CBP’s assertion that drones detect patterns
of illegal entries, allowing the agency to reposition its assets accordingly.
It argues that only 2 per cent of drone missions resulted in any evidence of
a previously undetected illegal crossing in 2014, and that the drones may
have detected at most 1.2 per cent of total illegal border crossings.
The Cato Institute also argued that drones undermine privacy as their
surveillance records the daily lives of people living along the border, and
because CBP regularly uses its drones to support the operations of other
federal agencies for surveillance nationwide with minimal oversight. The
agency has no obligation to obtain a warrant before using drones for
surveillance, and can therefore “freely use its surveillance authority to collect
information on the lives of law-abiding US residents inside the United States”.
The briefing concludes that CBP’s drone program has “failed to live up to
its expectations” and that “its expense, disproportionately small contribution
to border security, and infringement on Americans’ privacy” are good
reasons for CBP to wind down its drone programme. In the meantime, it
recommends the following measures to safeguard individual privacy:
• CBP should use its drones solely for border security operations except
in the case of states of emergency.
• CBP should not conduct drone surveillance more than five miles from
the border.
• If CBP does use its drones to support state and local operations, it should
ensure that its drone pilots comply with state and local drone legislation,
including warrant requirements.
• CBP should not seek drones with facial recognition capability, which puts
law-abiding Americans’ privacy at increased risk.
• At least six months before deploying new surveillance technology, CBP
should disclose details about the technology’s capabilities, including
information about the type of data to be collected, how long CBP plans to
keep the data, when CBP will share the data, and with whom it will share
the data.
• CBP should study replacing drones with surveillance technology that
limits unnecessary data collection on US residents.
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European Union
Over the last decade irregular migration into Europe has increased, with
people from Africa and the Middle East – notably conflict zones in Syria, Iraq,
and Afghanistan – moving into southern and eastern European countries.
Approximately one in five of the 120,000 people who arrived clandestinely in
Europe in 2019 entered across land borders into Greece, Bulgaria, and Balkan
countries. The vast majority arrived by sea, making the dangerous crossing
of the Mediterranean Sea from Turkey or North Africa.19 Since October 2013
approximately 19,000 people have been reported as dead or missing having
attempted to cross the Mediterranean.20
Following a shipwreck off the coast of the island of Lampedusa in 2013
which reportedly resulted in more than 360 deaths, the Italian government
commenced Operation ‘Mare Nostrum’, a large-scale humanitarian operation
that involved search and rescue missions led by the Italian Navy and Air Force
which has been credited with saving over 100,000 lives. The operation ended
a year later with Italy unable to sustain its funding following the refusal of
other EU member states to contribute to costs.
Operation ‘Triton’ was set up by the European Union (EU) to replace Mare
Nostrum from November 2014 under the auspices of Frontex, the European
Border and Coast Guard Agency, with less funding, fewer ships, and a revised
mandate. Frontex’s Deputy Director Gil Arias Fernandez stated: “I would like
to underline that operation Triton focuses on border control and surveillance.
Having said that saving lives will remain an absolute priority for Frontex.”21
Despite this, deaths in the Mediterranean Sea rose during Operation Triton
and in 2016 fatalities and disappearances had reached over 5,100 according
to the International Organization for Migration.22
In May 2015, the European Union launched a new operation, EU NavFor Med
which aimed to combat smuggling gangs. The first phase involved naval
surveillance and monitoring of smuggling patterns from Libya towards Italy
and Malta, and the second phase, Operation ‘Sophia’, commenced in October
19 Mara Bierbach: ‘Migration to Europe in 2019: Facts and figures’. InfoMigrants, 30 December 2019.
https://www.infomigrants.net/en/post/21811/migration-to-europe-in-2019-facts-and-figures
20 ANSA: ‘Migrant deaths: 19,000 in Mediterranean in past 6 years’. InfoMigrants, 9 October 2019.
https://www.infomigrants.net/en/post/20055/migrant-deaths-19-000-in-mediterranean-in-past-6-years
21 ‘Frontex launches Joint Operation Triton’. Frontex, 31 October 2014. https://frontex.europa.eu/mediacentre/news-release/frontex-launches-joint-operation-triton-JSYpL7
22 Benjamin Bathke: ‘When helping hurts – Libya’s controversial coast guard, Europe’s go-to partner
to stem migration’. InfoMigrants, 24 July 2019. https://www.infomigrants.net/en/post/18196/whenhelping-hurts-libya-s-controversial-coast-guard-europe-s-go-to-partner-to-stem-migration
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and was aimed at disrupting people trafficking by boarding, searching, seizing,
and diverting smugglers’ vessels in international waters. Operation Sophia has
been credited with saving more than 45,000 lives at sea since it began in 2015.
However, from April 2019 the operation focused solely on-air operations and
training for Libya’s coastguard and has subsequently no longer provided aid
directly to distressed seafarers. Operation ‘Hera’, also coordinated by Frontex,
takes a similar approach and aims to stop migration along maritime routes
from West Africa to the Spanish Canary Islands.
The tightening of arrangements for entry into the European Union is a consequence
of the Schengen Agreement, which has removed controls at internal borders
between the majority of EU states to enable the free movement of people. This
policy of open borders internally has resulted in the strengthening of controls at
the EU’s external borders. The Schengen requirements determine the immigration
policies of EU member states, which are based on mutual trust in effective control
at the external borders. The EU’s approach to prevent migration into the Schengen
area has therefore been to try to prevent informal border crossing altogether, by
strengthening border controls and taking measures to prevent irregular migration
‘upstream’ through initiatives in source countries for migration.
Increasingly, the EU’s borders are controlled by the use of advanced technology,
including the use of ‘smart border’ data processing systems at points of entry and
sophisticated aerial and maritime surveillance of external borders. This approach
has been criticised for creating a ‘Fortress Europe’ or ‘Technological Fortress’. The
use of drones should be seen as part of a broader effort to collect more data and
pro-actively control every movement at the border, or even before it is reached,
to pre-empt efforts to cross the border informally.23

Europe’s guardians
EU member states have principal responsibility to implement border controls,
but the EU has also set up its own institutions to control migration into Europe.
The most important of these are the European Border and Coastguard Agency,
also known as Frontex, and the European Border Surveillance System (Eurosur).
Frontex was established by the EU in 2004, and reformed by further legislation in
2007 and 2016. Over this period, it has grown in budget, resources, and powers.
The agency is tasked, among other duties, with the coordination of member
states’ actions in border management, the organisation of operations to return
migrants who are not entitled to remain in the EU, and the analysis of risks relating
to the EU’s borders. Its powers and role are evolving from an emergency-driven
approach in its early years, when it responded largely to support requests from
member states, to a militarised and intelligence-based approach to border
security.24 Frontex provides support to member states with its own European
Border Guard teams and equipment from its Technical Equipment Pool, which
includes everything from coastal patrol boats and aircraft to dogs.25
23 Maria Gabrielsen Jumbert: ‘Creating the EU Drone: Control, Sorting and Search and Rescue at Sea’.
In Kristin Bergtora Sandvik and Maria Gabrielsen Jumbert (eds): ‘The Good Drone’. Routledge, 2017,
p89–108. https://www.academia.edu/16161001/Creating_the_EU_Drone_Control_Sorting_and_Search_
and_Rescue_at_Sea
		 Luisa Marin: ‘The ‘Metamorphosis’ of the Drone: The Governance Challenges of Drone Technology
and Border Surveillance’. In Diana M. Bowman, Elen Stokes, and Arie Rip (eds): ‘Embedding New
Technologies into Society’. Pan Stanford Publishing, 2017, p299-333. https://papers.ssrn.com/sol3/
papers.cfm?abstract_id=2697495
24 Luisa Marin: ‘The ‘Metamorphosis’ of the Drone: The Governance Challenges of Drone Technology and
Border Surveillance’, op cit.
25 Chris Jones: ‘Border guards, planes, “thermal vision vans” and heartbeat detectors – who is equipping Frontex?’
Statewatch, May 2014. https://www.statewatch.org/media/documents/analyses/no-245-frontex-tech.pdf
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Frontex manages the intelligence element of its work through Eurosur, an
information-exchange framework for the management of Europe’s external
borders. Eurosur supports member states by increasing their situational
awareness and reaction capability in combating cross-border crime, tackling
irregular migration, and preventing the loss of lives at sea.
Eurosur is based around a network of National Coordination Centres (NCCs),
one in each member state, which coordinate border surveillance activities
on national level and act as a hub for the exchange of information. Each
NCC collects local and national information about what is happening at the
border, including irregular border crossings and criminal activity. Eurosur uses
intelligence fusion methods to analyse information from a variety of sources,
allowing Frontex to prepare national situational pictures, a European situational
picture and, looking beyond the EU’s borders, a common pre-frontier situational
picture to allow member states to target the deployment of their border control
forces.26 Eurosur collates and shares information provided by member states
and other EU agencies such as the European Maritime Safety Agency (EMSA)
and the European Fisheries Control Agency (EFCA), allowing Frontex to draw
on information from a range of sources and surveillance platforms.

The Executive Directors of Frontex, EMSA, and EFCA meet at a conference on European coastguard functions Credit EMSA

26 ‘Eurosur’. European Commission, Migration and Home Affairs. https://ec.europa.eu/home-affairs/whatwe-do/policies/borders-and-visas/border-crossing/eurosur_en
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As well as sharing common information services, Frontex, EMSA, and EFCA
also have inter-agency agreements to share reconnaissance capabilities,
including the use of drones. Surveillance programmes conducted by the
three EU agencies are usually undertaken on behalf of coastguard agencies
of EU member states as joint operations with a number of purposes including
controlling irregular immigration, smuggling, illegal fishing and marine
pollution. Among the three agencies EMSA has taken the lead in trialling the
use of drones.
EMSA commenced using drones to support coast guard functions for
member states and European Free Trade Area (EFTA) countries in 2017
when, as part of a project to investigate the creation of a European coast
guard function, EMSA conducted trials of drones for a variety of marine
surveillance tasks on behalf of the three agencies. The demonstrations
“proved that RPAS data (video and still images) greatly increase the maritime
picture for a wide variety of maritime surveillance operations.” Coastguard
agencies of the host states involved (Greece, Italy and Spain) appreciated the
services delivered and the study concluded that interagency cooperation
through intelligence sharing and surveillance services was the most effective
way forward for monitoring Europe’s Mediterranean border.27 Pilot projects
had been run in Malta, Portugal and the Netherlands prior to this, which
the executive director of EMSA, Markku Mylly, called “very encouraging”,
describing the monitoring of small boats used to carry refugees as the most
“acute area” of need for drone surveillance.28

A Tekever drone operated by the REACT consortium on behalf of EMSA in flight Credit EMSA

27 Frontex, EFCA and EMSA: ‘Pilot Project: Creation of a European Coastguard Function. Final Report’.
2017. http://www.statewatch.org/news/2018/jan/eu-coastguard-function-pilot-project-finalreport-12-17.pdf
28 Catherine Stupp: ‘EU maritime agency gets ready to use drones to monitor refugee boats’, Euractiv,
07 Mar 2016. https://www.euractiv.com/section/justice-home-affairs/news/eu-maritime-agency-getsready-to-use-drones-to-monitor-refugee-boats/
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EMSA now retains a fleet of various types of drones that can be leased by
EU member states to support coastguard monitoring and the surveillance of
maritime activities.29 Although their capabilities vary, EMSA’s large drones
are typically fitted with electro-optical and infra-red cameras, maritime radar,
satellite communications, and Automatic Identification Systems (AIS) for
identifying shipping. The agency offers its drone services free of charge to
EU member states, candidate countries and EFTA member states. The areas
of operation can be any sea area surrounding the European Union with an
EU or EFTA country as a starting point for flights.30 The drones are provided
under commercial contracts to EMSA, and as well as providing the aircraft and
associated equipment contractors are also responsible for flying and maintaining
the drones. Video and drone sensor data is streamed live to control centres
operated by EU member states and can also be shared with EU agencies such as
Frontex and Eurosur.31 A list of contractors operating on behalf of EMSA and the
drones they fly is shown in Table 1 and a list of drone deployments as of October
2019 is shown in Table 2.32 Notable among these are operations in support of
Frontex along the Portuguese coast 33 and in Greece (see below), and in Iceland,
which is not a member of the EU but is a signatory to the Schengen Agreement
and is part of the European single market.34

Table 1

European Maritime Safety Agency (EMSA) contracts for drone operations
Operator

Drone manufacturer and type

Contract status*

Purpose

REACT consortium (Tekever and CLS)

Tekever AR5 Evolution

Ended

General Maritime surveillance

ALTUS

ALTUS Ouranos

Ended

Emission monitoring

Martek Marine

Skeldar V-200

Ended

Emission monitoring

RPASMAR consortium (Portuguese
Air Force, UAVision, and Deimos)

UAVision Wingo Ogassa

Ended

Emission monitoring

REACT consortium (Tekever and CLS)

Tekever AR5 Evolution

Active

General Maritime Surveillance

RPASGUARD consortium (Portuguese
Air Force, UAVision, and Deimos)

UAVision Wingo Ogassa

Ended

General Maritime Surveillance

CeiiA

Elbit Hermes 900

Active

Maritime Surveillance

Nordic Unmanned

Skeldar V-200

Active

Emission monitoring

Schiebel S100
Schiebel

Schiebel S100

Active

General Maritime Surveillance

Nordic Unmanned

Lockheed Martin Indago

Active

Pollution monitoring

* As at 10 October 2019

29 For further details please see documents released at https://www.asktheeu.org/en/request/evaluation_
of_emsa_drone_operati
30 ‘Remotely Piloted Aircraft Systems (RPAS)’. European Maritime Safety Agency.
https://www.emsa.europa.eu/we-do/surveillance/rpas.html
31 ‘Martek Marine Named on World’s Biggest Ever €67M Maritime Drone Contract’. sUAS News, 17 March 2017.
https://www.suasnews.com/2017/03/martek-marine-named-worlds-biggest-ever-e67m-maritimedrone-contract/
32 Information in Tables 1 and 2 is drawn from the Annex to European Parliamentary Answer
E-002946/2019 (29 November 2019) given by Ms Bulc on behalf of the European Commission.
https://www.europarl.europa.eu/doceo/document/E-9-2019-002946-ASW_EN.html
33 Answer given by Ms Bulc on behalf of the European Commission. European Parliamentary Question
E-002454/2019, 19 September 2019. https://www.europarl.europa.eu/doceo/document/E-9-2019002454-ASW_EN.html
34 Mike Ball: ‘Elbit Commences EU Maritime UAS Patrol Service’. Unmanned Systems Technology, 24 June 2019.
https://www.unmannedsystemstechnology.com/2019/06/elbit-commences-eu-maritime-uas-patrolservice/
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Table 2

EMSA drone operations 2018–2020 *
Country

Months of operation

Purpose

Denmark

April to June 2019

Emission monitoring

Croatia

March to April 2019

General Maritime Surveillance

Croatia

July 2019–ongoing

General Maritime Surveillance

Frontex

October to December 2019

General Maritime Surveillance /Border monitoring –
from Greece

Iceland

April to August 2019

General Maritime Surveillance

Italy

July to August 2019 (suspended)

General Maritime Surveillance

Portugal

January to March 2018

General Maritime Surveillance

Portugal

September to November 2018

General Maritime Surveillance

Portugal

March to May 2019

General Maritime Surveillance

Spain

October 2018 to February 2019

General Maritime Surveillance

EFCA

September 2019 to December 2019

General Maritime Surveillance / Fishery control in the
Mediterranean and Atlantic

Bulgaria

Formal request received for operations in 2020

Maritime surveillance and Emission monitoring

France

Formal request received for operations in 2020

Maritime surveillance and Emission monitoring

Greece

Formal request received for operations in 2020

Emission monitoring

Lithuania

Formal request received for operations in 2020

Emission monitoring

Netherlands

Formal request received for operations in 2020

Emission monitoring

Portugal

Formal request received for operations in 2020

Emission monitoring

Spain

Formal request received for operations in 2020

Maritime Surveillance and Emission monitoring

United Kingdom35

Formal request received for operations in 2020

Maritime Surveillance and Emission monitoring

* A s of 10 October 2019. EMSA expected to receive further requests from EU member states and agencies for 2020-21.

Frontex: Europe’s border enforcers
Frontex, the European Border and Coastguard Agency, had its origins in 2004 as the
European Agency for the Management of Operational Cooperation at the External
Borders. In 2016 its remit was extended and it became responsible for ensuring
“safe and well-functioning external borders providing security”, working alongside
member states’ border agencies to control entry into the Schengen Area.36
In response to enquiries from Drone Wars UK, the European Border and Coast
Guard Agency, Frontex, merely stated that “Frontex is not currently using
drones in its operations” and refused requests to allow an interview with a
Frontex spokesperson. Our formal requests for information to Frontex were also
obstructed and have been referred to the European Ombudsman by Drone
Wars.37 The agency has been accused of having a “culture of secrecy”38 and
its operations have been criticised as “lacking accountability for human rights
violations.”39 Frontex has been accused of complicity in dangerous and illegal
‘pushbacks’ in the Aegean Sea intended to force refugees back across the Greek
35 The Department of Transport has subsequently stated that no bid was submitted to the European
Maritime Safety Agency by the Maritime and Coastguard Agency in 2020.
		 ‘European Maritime Safety Agency: Unmanned Air Vehicles’. Parliamentary Question UIN HL10121,
9 November 2020. https://questions-statements.parliament.uk/written-questions/detail/2020-11-09/hl10121
36 Frontex. https://frontex.europa.eu/
37 See request history at https://www.asktheeu.org/en/request/evaluation_of_frontex_drone_oper
38 Nina Perkowski: ‘A normative assessment of the aims and practices of the European border management
agency Frontex’. Refugee Studies Centre Working Paper Serios No 81, April 2012.
https://www.rsc.ox.ac.uk/files/files-1/wp81-normative-assessment-frontex-2012.pdf
39 ‘An Effective Accountability Mechanism for Frontex (European Border and Coast Guard Agency)’.
International Commission of Jurists. June 20, 2018. https://www.icj.org/an-effective-accountabilitymechanism-for-frontex-european-border-and-coast-guard-agency/
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border into Turkey without allowing them to apply for asylum.40 Evidence
presented by a group of media organisations has documented a number of
incidents where Frontex vessels directly participated in pushbacks and failed
to rescue people from boats in distress, as well as systematic failures of the
agency’s procedures for reporting human rights violations. The evidence
included video footage showing a Frontex ship manoeuvring dangerously
near a crowded dinghy full of people to create waves to drive the boat back.
Following an intervention from Ylva Johansson, EU Commissioner for Home
Affairs, Frontex was forced to launch an internal inquiry into the incidents.41

Screenshot from surveillance video of people attempting to cross the Mediterranean Sea Credit Frontex

Despite Frontex’s claim not to be currently using drones in its operations, the
Agency’s website mentions a number of cases in which drones have been used
in Frontex operations. On occasion these have been provided by EMSA or EU
member states. According to a news release on the website Frontex began
testing the use of drones equipped with surveillance cameras and radars to
monitor the EU’s external borders in September 2018, trialling an Elbit Hermes
900 drone in Portugal and larger long endurance drones in Greece and Italy.
In Portugal Frontex worked with the EMSA, which provided the Hermes 900
drone, and the Portuguese Guarda Nacional Republicana, Navy and Air Force to
monitor the North Atlantic Ocean, sharing information in real time. Operations
were coordinated from the Frontex Situational Centre in Poland.42

40 Katy Fallon: ‘EU border force ‘complicit’ in illegal campaign to stop refugees landing’. Guardian,
24 October 2020. https://www.theguardian.com/global-development/2020/oct/24/eu-border-forcecomplicit-in-campaign-to-stop-refugees-landing
41 ‘Frontex launches internal inquiry into incidents recently reported by media’. News Release, Frontex,
27 October 2020. https://frontex.europa.eu/media-centre/news-release/frontex-launches-internalinquiry-into-incidents-recently-reported-by-media-ZtuEBP
42 ‘Frontex begins testing unmanned aircraft for border surveillance’. Frontex news release, 27 September
2018. https://frontex.europa.eu/media-centre/news-release/frontex-begins-testing-unmanned-aircraftfor-border-surveillance-zSQ26A
		 Matthias Monroy: ‘Drones watching Fortress Europe’. 22 November 2018.
https://digit.site36.net/2018/11/22/drones-watching-fortress-europe/
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The European Maritime Safety Agency’s logo is displayed on an Elbit drone operating under contract to the Agency Credit Elbit Systems

During the trials in Italy, which commenced in December 2018 and lasted
through the summer of 2019, Frontex used a Leonardo Falco EVO drone to
support operations in the Mediterranean Sea, flying from the Italian island of
Lampedusa. The drone was used to observe boats transporting people across
the sea as part of an enforcement programme planned by the Italian authorities.
The drone was owned, maintained, and operated by Leonardo crews under
a service arrangement valued at €1.7 million.43 The trials in Greece took place
in co-operation with the Hellenic Coast Guard and the Hellenic Civil Aviation
Authority and Air Force using an Israel Aerospace Industries Heron 1 drone
operated and maintained by Airbus through a contract valued at just under
€5 million. The drone flew from Crete, patrolling mainly in the Aegean Sea.44
Frontex again provided support to the Greek government in September
2020, following attempts by refugees and asylum seekers in Turkey to cross
the border between the two countries. Frontex provided 150 border control
officers, four drones for aerial surveillance, and armoured jeeps, thermal
cameras, and inflatable boats to back up 1000 Greek police officers in the
Evros border region.45 During further operations in the Aegean a Hermes
900 drone operated by CeiiA under contract to EMSA which was conducting
operations for Frontex crashed on take-off from Tympaki airport in Crete in
January 2020 and was badly damaged.46 Flights using this type of aircraft
were halted pending an investigation into the cause of the accident.
From 2016 Frontex has been co-operating with NATO on operations in the
Aegean Sea. Under the co-operation arrangements the two organisations
exchange information in real time between Frontex’s Operation Poseidon
Rapid Intervention and NATO’s Operation Sea Guardian, which are taking place
43 ‘Leonardo’s Falco EVO drone is used to monitor irregular migration during Frontex operation’.
Leonardo Press Release, 12 July 2019. https://www.leonardocompany.com/en/press-release-detail/-/
detail/12-07-2019-leonardo-s-falco-evo-drone-is-used-to-monitor-irregular-migration-during-frontexoperation
44 Matthias Monroy: ‘Drones watching Fortress Europe’, op cit.
45 Josh Spires: ‘Drones and thermal cameras deployed to Greek-Turkish border’. Drone DJ, 7 September 2020.
https://dronedj.com/2020/09/07/drones-and-thermal-cameras-deployed-to-greek-turkish-border/
46 Matthias Monroy: No Israeli drones fly for Frontex after crash. 26 June 2020.
https://digit.site36.net/2020/06/26/no-israeli-frontex-drones-after-crash/
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over a common area.47 At the commencement of Sea Guardian, which is led
by Allied Maritime Command (MARCOM) in Northwood, United Kingdom, a
NATO spokesperson stated that NATO RQ-4 Global Hawk drones operating
from Sigonella Air Base in Italy would “very likely” play a role in the operation,48
and a June 2020 infographic summarising the Operation’s successes shows a
photograph of a Global Hawk drone.49
At the end of 2019 Frontex invited tenders for a two year contract valued at
€50 million for aerial maritime surveillance services to be conducted using
MALE drones.50 The service was to be delivered in Greece and / or Italy and /
or Malta, with the contractor providing all necessary resources (i.e. flying and
maintaining the aircraft) and proving Frontex with real time live stream sensor
data from the drone. The drones were required to fly in all weather conditions
and at day and night and operate in airspace where civil aircraft were also in
service. According to tender documents the drones were to operate in the
Eastern and Central Mediterranean Sea within a radius of up to 250 nautical
miles, allowing them to monitor the seas in the ‘pre-frontier’ area of interest to
Eurosur off the coast of Libya, Tunisia, and Egypt. Two contracts for the service
were awarded in October 2020: one to Airbus Defence and Space Airborne
Solutions operating an Israel Aerospace Industries Heron 1 drone and one
to Elbit Systems Ltd to fly a Hermes 900 drone.51
The European Fisheries Control Agency (EFCA) has a range of operational
capabilities, including patrol vessels, which are available for multi-purpose
operations in cooperation with Frontex, EMSA, and member states in support
of their coastguard functions. Although the primary role for these assets is
fisheries inspection and control, support roles include search and rescue,
border and customs control, and law enforcement.
EFCA appears to be at an early stage in developing its use of drones. Over the
period September–December 2019 EFCA trialled the use of drone operations
from an offshore patrol vessel in a joint project with EMSA. Trials took place in
the Mediterranean, North Atlantic, Gulf of Biscay, North Sea, and Baltic Sea. A
small short-range quadcopter, the Lockheed Martin Indago, was used under
contract for close range viewing of fishing boats in the vicinity of the patrol
vessel. Flights continued during the summer of 2020.52
Individual EU member states have also made use of drones for border
surveillance purposes. The Italian government has flown its military Predator
drones in support of EU border control operations in the Mediterranean.53
From 2019 two unarmed Italian Predator drones are reported to have flown
as part of Operation Sophia for 60 hours per month. Officially, the drones are
flown to observe from the air whether training of the Libyan coastguard has
been successful, but presumably action is also taken to deal with any suspicious
47 ‘Frontex and NATO to cooperate in the Aegean Sea.’ Frontex press release, 6 March 2016. https://
frontex.europa.eu/media-centre/news-release/frontex-and-nato-to-cooperate-in-the-aegean-sea-nZMSYr
48 Andrew Rettman: ‘Nato to join EU warships in Libya migrant operation’. EU Observer, 10 July 2016.
https://euobserver.com/migration/134278
49 ‘FOCOPS 20-3’. NATO Allied Maritime Command, 27 May–16 June 2020. https://mc.nato.int/mediacentre/infographics/focops-203
50 ‘Poland-Warsaw: Remotely Piloted Aircraft Systems (RPAS) for Medium Altitude Long Endurance
Maritime Aerial Surveillance’. Contract notice 2019/S 202-490010. TED Tenders Electronic Daily,
18 October 2019. https://ted.europa.eu/udl?uri=TED:NOTICE:490010-2019:TEXT:EN:HTML&tabId=1
51 ‘Poland-Warsaw: Remotely Piloted Aircraft Systems (RPAS) for Medium Altitude Long Endurance
Maritime Aerial Surveillance’. Contract award notice 2020/S 196-473315. TED Tenders Electronic Daily,
8 October 2020. https://ted.europa.eu/udl?uri=TED:NOTICE:473315-2020:TEXT:EN:HTML
52 ‘EMSA’s RPAS surveillance flights in support of EFCA’s fisheries control resumed’. European Fisheries
Control Agency, 23 July 2020. https://www.efca.europa.eu/en/content/pressroom/emsa%E2%80%99srpas-surveillance-flights-support-efca%E2%80%99s-fisheries-control-resumed
53 Matthias Monroy: ‘Drones watching Fortress Europe’, op cit.
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activities observed by the drones.54 The Swiss, Italian and French governments
have also used small drones along Italy’s northern border with Switzerland and
France in order to detect migrants who are trying to get to northern Europe
and send them back to processing centres in Italy.55
Greece’s Hellenic Ministry of National Defense is also planning to introduce
drones for border operations. The Ministry will lease long- endurance Heron
drones from their manufacturer, Israel Aerospace Industries, with an option
to purchase them after the three-year lease period ends. The drones will
be supplied in a maritime configuration with a sensor and communications
package suitable for monitoring Greece’s extensive coastal waters.56

Automating Europe’s borders
Research on the further use of drones and unmanned systems for border control is
being financed by the EU Commission through the ROBORDER security research
project. The project is funded through the ‘Horizon 2020’ framework programme
for security research, with tests arranged in several member States. In Hungary
research is underway on the use of an unmanned ground vehicle to secure land
borders with a vehicle built by the Spanish company Robotnik which is able to
launch a small drone. In Greece a long-range Tekever drone and a surveillance
aircraft have been trialled in the Aegean Sea57, and in Portugal a seagoing drone
boat and an underwater drone have been tested in the Atlantic. Eventually it is
envisaged that surveillance drones could operate either independently or in
swarms, with data from various sensors transmitted to a mobile situation centre
where software would be able to detect illegal border activities and automatically
classify people and objects, with information subsequently being passed to
Frontex headquarters and feeding into the Eurosur system.58 The aim of the
project is evidently to develop technology similar to the ‘smart wall’ technology
which is being installed along the US–Mexico border. “The main objective is to
have as many sensors in the field as possible to assist patrol personnel,” said
Kostas Ioannidis, the ROBORDER project’s technical manager.59
• ROBORDER has apparently generated interest in the private sector, giving
rise to the possibility that technology developed by the project’s private
sector partners will eventually be sold outside the EU. “Eventually, we have
companies that would certainly like to exploit this commercially,”
• Stefanos Vrochidis, ROBORDER’s project manager, told The Intercept
website. “They might exploit the whole outcome or part of the outcome,
depending. They can exploit this in Europe but also outside of Europe.”
However, there are concerns that the technology may also be used for
54 ‘Drones for Frontex: unmanned migration control at Europe’s borders’. Statewatch, 27 February 2020.
https://www.statewatch.org/analyses/2020/drones-for-frontex-unmanned-migration-control-at-europes-borders/
55 Nicky Squires, ‘Refugees and migrants stuck in Italy open up new route to northern Europe via
Switzerland and George Clooney’s chic Como’, The Telegraph, 22 Jul 2016, https://www.telegraph.co.uk/
news/2016/07/22/refugees-and-migrants-stuck-in-italy-open-up-new-route-to-northe/, last accessed 07
Mar 2018; Nicky Squires, ‘Police use drones and dogs to stop migrants crossing border on Riviera between
Italy and France’, The Telegraph, 30 Jun 2017, https://www.telegraph.co.uk/news/2017/06/30/police-usedrones-dogs-stop-migrants-crossing-border-riviera/, last accessed 07 Mar 2018.
56 Seth J. Frantzman: ‘Greece and Israel deal spotlight leasing model for military UAVs’. Defense News,
8 May 2020. https://www.defensenews.com/global/europe/2020/05/08/greece-and-israel-dealspotlight-leasing-model-for-military-uavs/
57 Tekever subsequently withdrew from the ROBORDER project for unspecified reasons.
58 Matthias Monroy: ‘Land, sea and air: EU Member States test drones for border surveillance’.
		 21 August 2019. https://digit.site36.net/2019/08/21/land-sea-and-air-eu-member-states-test-dronesfor-border-surveillance/
59 Zach Campbell: ‘Swarms of Drones, Piloted by Artificial Intelligence, May Soon Patrol Europe’s Borders’.
The Intercept, 11 May 2019. https://theintercept.com/2019/05/11/drones-artificial-intelligence-europeroborder/
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military purposes (the Horizon 2020 programme is intended for projects that
are exclusively non-military) and even that it “may be exploited by criminal
organizations and individual criminals when planning to perpetrate acts of
serious crime or terrorism”, according to project documents.60
In another research project funded through the Horizon programme, Frontex
is investigating the development of a concept of operations for manned and
unmanned assets for maritime surveillance. The COMPASS2020 project will trial
aerial and underwater drones deployed from patrol ships or land bases and test
a mission command and control system for integrating data from the drones with
data from crewed assets. Its aims are to improve the capabilities of drones for
maritime operations, including launch and recovery systems and new sensors, and
develop software for data fusion, risk analysis, and automatic tasking of drones.61
Despite the EU’s use of drones for maritime and border surveillance there remain
concerns and questions regarding the use of drones for these purposes. From
the outset, reservations were raised by some member states about plans to use
drones for migrant surveillance when they were first unveiled by the European
Commission. Germany thought it was “highly doubtful” that the EMSA was
the right body to develop this programme since its expertise is in shipping
rather than human migration, and suggested that the budget was “in no way
proportionate to the expected additional budgetary resources and posts.”62
• More serious concerns relate to the manner in which information from drone
flights is used. Under current arrangements Operation Sophia, the EU’s
programme for preventing people trafficking and irregular migration across
the Mediterranean Sea, relies solely on air observation rather than rescue
patrols at sea. Under international law the captain of a ship is obliged to
provide assistance to people in distress at sea, regardless of the nationality
or status of such persons. By monitoring the Mediterranean from the air,
the EU and its member states can neatly side-step this obligation.
In order to refute the claim that it is simply leaving refugees to drown, the
EU has funded the Libyan coastguard – a consortium of militia groups – with
tens of millions of Euros to intercept suspected boats attempting the crossing
and return refugees to detention camps in Libya where, according to nongovernment organisations (NGOs), they may face serious human rights abuses
and being sold into slavery.63 A senior Libyan coastguard commander was
arrested in October 2020 for human trafficking as part of a mafia-style criminal
network.64 Humanitarian organisations working in the Mediterranean report that
only the Libyan authorities are informed of boats in distress, even when charity
or cargo ships are located in the area where the boats were spotted and are able
to respond more rapidly, to prevent refugees from being rescued and landed
at a safe port in Europe where they may claim asylum.65 Similar practices are
employed in the Aegean Sea with the Turkish authorities.66
60 Zach Campbell: ‘Swarms of Drones, Piloted by Artificial Intelligence, May Soon Patrol Europe’s Borders’, op cit.
61 ‘EU research: Horizon projects. COMPASS2020’. Frontex, 15 April 2020.
https://frontex.europa.eu/research/eu-research/horizon-projects/compass2020-0sLvIz
62 Justin Stares: ‘EU plans drone fleet to track migrants’. Politico, 14 June 2016.
https://www.politico.eu/article/european-union-fleet-of-drones-to-track-migrants-refugees/
63 ‘Migrant slavery in Libya: Nigerians tell of being used as slaves.’ BBC News, 2 January 2018.
https://www.bbc.co.uk/news/world-africa-42492687
64 Lorenzo Tondo: ‘Senior Libyan coastguard commander arrested for alleged human trafficking’.
Guardian, 16 October 2020. https://www.theguardian.com/global-development/2020/oct/16/seniorlibyan-coastguard-commander-arrested-for-alleged-human-trafficking
65 Daniel Howden, Apostolis Fotiadis and Zach Campbell: ‘Revealed: the great European refugee
scandal’. Guardian, 12 March 2020. https://www.theguardian.com/world/2020/mar/12/revealed-thegreat-european-refugee-scandal
66 Nick Waters, Emmanuel Freudenthal and Logan Williams: ‘Frontex at Fault: European Border
Force Complicit in ‘Illegal’ Pushbacks.’ Bellingcat, 23 October 2020. https://www.bellingcat.com/
news/2020/10/23/frontex-at-fault-european-border-force-complicit-in-illegal-pushbacks/
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Human rights organisations point out that such practices violate international
law. In the first instance, people must not be returned to states where they are
at risk of torture or other serious human rights violations. Secondly, images
from drones cannot be used to ascertain who is a legal migrant, who is in need
of protection, or who has no right to enter the EU. This needs to be done at a
point of entry by humans. Collectively rejecting a boatload of people without
providing opportunities on an individual basis to have a claim to asylum heard
and assessed is also unlawful.67
  

67 Sally Hayden: ‘‘We are the eyes’: Volunteers take to skies to spot Mediterranean refugees’. Irish Times,
12 February 2020. https://www.irishtimes.com/news/world/europe/we-are-the-eyesvolunteers-take-toskies-to-spot-mediterranean-refugees-1.4170766
		 Sertan Sanderson: ‘EU accused of using aerial surveillance to help push migrants back to Libya’.
InfoMigrants, 19 June 2020. https://www.infomigrants.net/en/post/25494/eu-accused-of-using-aerialsurveillance-to-help-push-migrants-back-to-libya
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United Kingdom
UK government agencies have begun to make use of drones for border patrol
purposes although so far, efforts have focused mainly on a number of pilot
schemes. One reason for this is that regulation of the UK’s busy airspace does
not allow large drones to fly ‘beyond visual line of sight’ (BVLOS) for safety
reasons. Unless specific permission has been granted by the Civil Aviation
Authority (CAA), the UK’s airspace regulator, drones can only be flown beyond a
visual line of sight in zones known as ‘segregated airspace’, which are reserved
for a specific purpose and are not open to general air traffic. This places severe
limits on the use of drones. The UK government, however, is keen to promote the
use of drones as a stimulus to economic growth and is working to reform aviation
regulations to allow drones to be used on a ‘business as usual’ basis. This
requires the development of as yet unproven ‘detect and avoid’ technology.68
Following a period of uncertainty after the UK’s decision to leave the European
Union, there is now greater clarity over how the UK’s borders will operate in
future. In summer 2020 the government conducted consultation on its ‘2025
Border Strategy’ which set out its aspirations for the post-Brexit border. The
strategy stated that the UK wishes “to take full advantage of new trading
opportunities and free trade” but at the same time required “an ever more
secure, resilient and efficient border, able to manage migration, prevent
smuggling, protect the UK from terrorism and biosecurity threats, and
enforce the controls needed to protect UK consumers, businesses and the
environment.”69 (See Box 3)

Policing Britain’s borders
The UK government agency with principal responsibility for the enforcement
of border controls is the UK Border Force, part of the Home Office. The Border
Force currently has no dedicated air support capability of its own but buys in
air support from other public sector organisations, notably the Maritime and
Coastguard Agency (see below).70 Previously, Border Force had a contract
68 ‘Detect & Avoid Ecosystem For BVLOS in Non-Segregated Airspace. CAP 1861a, Civil Aviation
Authority, October 2020. https://publicapps.caa.co.uk/docs/33/CAP%201861a%20DAA%20Annex%20
to%20BVLOS%20Fundamentals.pdf
69 Cabinet Office: ‘2025 UK Border Strategy: Public Consultation’. https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment_data/file/902740/2025-Border-Strategy-Condoc.pdf
Para. 3.2, p9.
70 ‘Planes, drones and helicopters: An independent study of police air support’. Her Majesty’s Inspectorate
of Constabulary and Fire & Rescue Services, November 2017. https://www.justiceinspectorates.gov.
uk/hmicfrs/wp-content/uploads/planes-drones-and-helicopters-an-independent-study-of-police-airsupport.pdf
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with Cobham Aviation Services for border surveillance of the English Channel
using crewed aircraft operating from Bournemouth Airport. The contract
was cancelled in January 2016 and the Home Office is now required call on
aerial surveillance aircraft from elsewhere for specific tasks as and when they
are needed.71
Box3

The UK’s Borders after Brexit.
“Our border is more than a line on a map. It is a combination of
organisations, policies, processes and systems that control, monitor and
protect physical crossings of people and goods into and out of the UK’s
territory. There are more than 270 recognised crossing points and many
other smaller entry points across the UK.” 72
So states the draft ‘2025 UK Border Strategy’, which sets out the
government’s view on how the UK’s border should operate in future.
The strategy makes it clear that the government sees the purpose of the
border as being to “manage flows of people and trade” and that private
business should play a major role in controlling it, viewing private sector
organisations as “integral to the operation of the border”.73
Security is at the heart of how the UK border will function. Among the
strategic outcomes set out in the Border Strategy are:
• Detect and reduce threats as far as possible before they reach the
border to ensure effective interventions and enforcement of controls at
the right point in the journey.
• Reduce vulnerabilities at the border and within the UK’s territorial
waters to reduce biosecurity threats and impede the ability of actors to
smuggle people and goods into and out of the UK.
• Discourage and detect individuals who attempt to abuse or circumvent
the UK’s migration system.
• Safeguard vulnerable individuals and reduce the risk to life to those
attempting to cross the border illegally.74
The border will be “highly digitised and automated” and will be
transformed to “bring together government’s collection, assurance and
use of border data to provide a comprehensive and holistic view of data
at the border.” This will require new legislation to allow data to be shared
between government and business.75
The government also hopes to move border activities away from the
actual frontier as much as possible, both for travellers and traders, by
introducing arrangements for “upstream compliance” which will be
conducted remotely and will presumably be the responsibility of those
involved in arranging transport across the border, such as transport
companies and hauliers.

71 ‘Shambles as £4million spy planes are axed: Ministers terminate contract despite being warned it
could undermine border controls’. Daily Mail Online, 1 June 2016. https://www.dailymail.co.uk/news/
article-3618948/Shambles-4million-spy-planes-axed-Ministers-terminate-contract-despite-warnedundermine-border-controls.html
72 Cabinet Office: ‘2025 UK Border Strategy: Public Consultation’, op cit. Para. 7.1, p11.
73 Cabinet Office: ‘2025 UK Border Strategy: Public Consultation’, op cit. Para. 7.3, p11.
74 Cabinet Office: ‘2025 UK Border Strategy: Public Consultation’, op cit. P15.
75 Cabinet Office: ‘2025 UK Border Strategy: Public Consultation’, op cit. P18.
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The UK Border Force has trialled the use of a drone for surveillance of the
English Channel from the end of 2019 into September 2020. An investigation
by ‘Wired’ magazine revealed that a drone owned by the Portuguese defense
and aerospace group Tekever had been flying from Lydd Airport in Kent. Flight
tracking websites showed that an aircraft had been flying in search patterns
along the Channel in the Dover area and further investigations revealed that
it was a Tekever AR5 drone with tail number G-TEKV registered to Tekever’s
UK office in Southampton. Airspace restrictions were introduced by the CAA
covering a large area of sea stretching from Eastbourne to Margate, entering
into force on 2 December 2019 and lasting until 31 March 2020,76 and the drone
is believed to have been used in this zone to search for people attempting to
cross the Channel from France by boat.77 In September 2020 the Home Office
belatedly published a notice stating that it had awarded a contract for a “fixed
wing UAS managed service to enhance maritime awareness” from November
2019 to March 2020 to Tekever Ltd.78

Left Restricted airspace over the English Channel during Home Office trials of a Tekever maritime surveillance drone Credit Civil Aviation Authority;
Right A Tekever AR5 drone similar to the one used to patrol the Channel Credit Tekever

The UK works closely with the French government to control movement
across the Channel under the terms of a number of agreements signed since
the opening of the Channel Tunnel. The 2018 Sandhurst Treaty between the
two countries set out a number of initiatives for border control, including the
establishment of a Joint Information and Coordination Centre in Calais for law
enforcement officers and a €50 million financial support package from the UK for
border control operations in France.79 Some of this money has paid for drones
to patrol the coast of France, and the prefecture of Pas-de-Calais has trained
gendarmes in piloting the hand-held drones for monitoring beaches to support

76 ‘Drones monitor south coast of England for migrant boats’. BBC News, 5 December 2019.
https://www.bbc.co.uk/news/uk-england-kent-50673241 The restrictions were subsequently extended
until 30 September 2020.
77 Morgan Meaker: ‘Here’s proof the UK is using drones to patrol the English Channel’. Wired, 10 January
2020. https://www.wired.co.uk/article/uk-drones-migrants-english-channel
		 David Jarvis: ‘DRONE HUNT: Unmanned drones scan the Channel for illegal migrants during
coronavirus crisis’. The Sun, 12 Apr 2020. https://www.thesun.co.uk/news/11380599/drone-channelmigrants-coronavirus-crisis/
78 ‘FW UAS Managed Service’. Gov.uk Contracts Finder. 15 September 2020.
https://www.contractsfinder.service.gov.uk/Notice/def2ca3f-aed8-43ef-82e6-50f3742d99ac
79 ‘Treaty between the Government of the United Kingdom of Great Britain and Northern Ireland
and the Government of the French Republic concerning the Reinforcement of Cooperation for the
Coordinated Management of their Shared Border’ (Sandhurst Treaty). https://assets.publishing.service.
gov.uk/government/uploads/system/uploads/attachment_data/file/674885/Treaty_Concerning_the_
Reinforcement_Of_Cooperation_For_The_Coordinated_Management_Of_Their_Shared_Border.pdf
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land patrols, helicopters and maritime patrols.80 Getlink, the company that
operates the Channel Tunnel (formerly Groupe Eurotunnel) has also deployed
two small drones equipped with long range thermal imaging cameras to support
surveillance at the French end of the tunnel.81
France and the UK submitted applications to the European Maritime Safety
Agency for drone deployments in 2020,82 although the outcome of these
applications is not known. In general, the picture for drone surveillance of
the English Channel appears fragmented and irregular, with as yet no formal
structure for routine drone flights in place.

Maritime surveillance: watching the seas
The Maritime and Coastguard Agency (MCA) is responsible for operating a
pan-government aerial surveillance programme which, among other things,
provides a border patrol capability on behalf of the UK Border Force. The service
is provided under a contract with the aviation company 2Excel, which operates
two customised King Air B-200 crewed fixed wing aircraft for the purpose.83
The aircraft are fitted with a state-of-the-art multi-spectral surveillance suite,
including radar, high definition electro-optical sensors, an infra-red / ultra-violet
line scanner and search and rescue direction finder and operate from a location
in the centre of the UK at Doncaster-Sheffield airport.84

Beechcraft King Air maritime surveillance aircraft operated by 2Excel for the Maritime and Coastguard Agency Credit Leonardo
80 Lizzie Dearden: ‘Migrant crossings: UK government funding drones to spot boats leaving French coast’.
Independent, 4 January 2019. https://www.independent.co.uk/news/uk/home-news/migrants-boatscrossings-english-channel-france-coast-drones-security-plan-a8712251.html
		 Adrien Boussemart: ‘Littoral Les drones pour lutter contre les traversées de migrants sont
opérationnels’. La Voix Du Nord, 26 March 2019. https://www.lavoixdunord.fr/557951/
article/2019-03-26/les-drones-pour-lutter-contre-les-traversees-de-migrants-sont-operationnels
81 ‘Eurotunnel on Track’. Groupe Eurotunnel, 20 July 2016. https://www.getlinkgroup.com/content/
uploads/2019/09/EtonTrack-July-2016.pdf
82 Matthias Monroy: ‘Migration control: Drones now fly across the English Channel’. 5 December 2019.
https://digit.site36.net/2019/12/05/migration-control-drones-now-fly-across-the-english-channel/
83 ‘Second Generation Search & Rescue Aviation Programme (UKSAR2G) Industry Day’ Presentation,
Maritime and Coastguard Agency, 19 May 2020. https://assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment_data/file/898094/UKSAR2G_Industry_Day_Presentation.pdf
84 ‘2Excel Aviation delivers life saving surveillance capability’, 2Excel Aviation.
https://www.2excelaviation.com/2excel-aviation-delivers-life-saving-surveillance-capability/
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The MCA, which takes pains to point out that border control operations are
outside its responsibilities, currently has no contracts for operating drones.
However, the agency is extensively studying the use of drones for air sea rescue
purposes to pave the way towards using them on a routine basis. If this is to go
ahead, the current safety and regulatory restrictions which prevent drones from
flying in airspace shared with crewed aircraft will need to be changed.
As part of the programme of work to allow drones to be integrated into
unsegregated airspace, the government has set up a number of ‘Pathfinder’ projects
to help develop technology and operating procedures to allow routine beyond
visual line of sight drone operations. One of these projects is funded and led by the
Maritime and Coastguard Agency and aims to deliver an integrated BVLOS operated
drone in unsegregated, uncontrolled airspace to support UK search and rescue
operations, as current arrangements would make it difficult to arrange for a drone to
fly at short notice in an emergency response situation. “We want the operation of this
to be routine. No need to go and ask for special permissions, just go and perform the
mission,” according to Phil Hanson, the MCA’s aviation technical assurance manager.85
Interestingly, one of the stated objectives of the project is to “move public perception
of drones from negative to positive by demonstrating their use in a life-saving
application – “drones for good”.”86
In a preliminary twelve-month project which ended in 2019, MCA worked with
military technology company QinetiQ to evaluate a range of small drones, both
fixed and rotary wing, and different sensor types in various search and rescue
scenarios. Drones flew from Llanbedr Airfield in North Wales and live imagery was
fed back to MCA control room staff in the National Maritime Operations Centre
at Fareham who were able to control the drone’s sensors and direct operations.
Imagery and information was also shared with flight crew at Llanbedr and
personnel at Southampton and London via a secure network. The project helped
MCA to gain insights into the use of small drones in search and rescue missions
and the real-time sharing of information from unmanned systems.87
In the follow-on project which commenced in September 2019 under the Pathfinder
scheme, MCA engaged Elbit Systems UK to undertake a ‘drone demonstration
and development’ research project valued at £990,000. Trials took place from
Aberporth airport on the Welsh coast using a Hermes 900 maritime patrol drone
with a range of different sensors and a smaller Skylark I-LEX drone, both provided
by Elbit Systems and operated by Elbit staff. The project was part-funded by the
Home Office and the Civil Aviation Authority, National Police Air Service (NPAS),
and drone companies Inzpire and Aviation Systems Group also participated.
The project was intended to assess the potential use of drones for aerial
surveillance – potentially to give an advance picture of an emergency situation to
help in developing the best response – and to identify the regulatory challenges
that need to be overcome before drones can operate safely in all types of airspace.
Demonstration flights were conducted in restricted airspace in a military training
area, where safety regulations were not a limiting factor, to test the drones’
ability to monitor large areas of sea and long coastlines, conduct effective search
operations, and identify potential hazards.

85 UAS Vision: ‘UK Coast Guard Studying UAV Options’. https://www.uasvision.com/2017/02/09/uk-coastguard-studying-uav-options/
86 Maritime and Coastguard Agency (MCA) Drone Demonstration & Development Pathfinder, Catapult.
https://cp.catapult.org.uk/mca-drone-demonstration-and-development-pathfinder/
87 Qinetiq: ‘QinetiQ supports next generation Search and Rescue missions’. 30 July 2019.
https://www.qinetiq.com/news/2019/07/qinetiq-supports-next-generation-search-and-rescue-missions
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The trial also included a series of simulated police aviation scenarios on
behalf of NPAS to explore how drones can be used to support policing
functions. The study was scheduled to have been completed by the end
of 2020 and findings will be used to support recommendations for the
future deployment of drones by MCA and NPAS. 88
In a parallel initiative Bristow Search and Rescue, the provider of the
HM Coastguard search and rescue helicopter service, worked with the
Schiebel Group to test drones for search and rescue operations in both
the maritime and land environments. Bristow operated a Schiebel S-100
rotary wing drone on behalf of MCA to evaluate its capabilities in a searchin-support-of-rescue role, flying from Caernarfon Airport in North Wales.
The trial also investigated the potential to integrate drone technology
safely into operations from an airport from which private and commercial
air traffic flies. 89 Airspace restrictions necessary for the trial to go ahead
were imposed as an “urgent requirement” by the CAA “due to the impact
of COVID-19 on some Search and Rescue functions.”90
These studies are intended to help pave the way towards implementing the
MCA’s second-generation search and rescue contract. The agency’s current
contract for search and rescue services with Bristow is coming to an end
and in January 2021 MCA intends to tender for a new contract. The contract
will replace all aviation services currently under contract to MCA including
“the existing aerial surveillance programme contract on behalf of wider
government which provides for border patrol, fishery and anti-pollution
protective measures, or police and counter-terrorism services”.91
According to Damien Oliver, MCA’s Commercial and Programme Director
in charge of the tender process, “we certainly see a role for unmanned
aircraft in our future and we’re working to create the rules under which that
can happen”.92 The new contract will be let in three ‘lots’, with the third lot
covering a “fixed-wing and potentially UAV, rapid search only, surveillance
and pollution response.” The service will work under the Civil Aviation
Authority’s current regulatory framework for search and rescue operations,
but with the potential for including “innovation in aviation technology,
such as Unmanned Aerial Vehicles.”93 MCA’s future search and rescue
contract therefore looks likely to introduce the use of drones for a number
of purposes, including border patrol work.

88 Maritime & Coastguard Agency: ‘Drone Demonstration and Development Project’. 2 July 2020.
https://www.contractsfinder.service.gov.uk/Notice/713d488e-6c55-4293-9a10-9759a2191dad
		 Cahal Milmo and Dean Kirby: ‘Search and rescue trial herald’s new era of military-style drones over
Britain’s skies’. i News, May 22, 2020. https://inews.co.uk/news/long-reads/search-and-rescue-newera-israeli-military-drones-british-coastguard-430248
		 ARPAS: ‘Coastguard to trial the use of drones in rescue missions’ https://www.arpas.uk/coastguardto-trial-the-use-of-drones-in-rescue-missions/
		 ‘National Police Air Service assess UAV technology for national future fleet’. National Police Air Service.
https://www.npas.police.uk/news/national-police-air-service-assess-uav-technology-national-futurefleet
89 Bristow Group: ‘Bristow and Schiebel carry out U.K.’s first unmanned SAR aircraft trial’. Press release,
2 March 2020. https://www.verticalmag.com/press-releases/bristow-and-schiebel-carry-out-u-k-sfirst-unmanned-sar-aircraft-trial/
90 Aeronautical Information Circular Y 055/2020 United Kingdom. NATS, 10 July 2020.
91 ‘Second Generation Search & Rescue Aviation Programme (UKSAR2G) Industry Day’ Presentation,
Maritime and Coastguard Agency, 19 May 2020. https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment_data/file/898094/UKSAR2G_Industry_Day_
Presentation.pdf
92 ‘UKSAR2G’. MCA Internal Communications, 7 May 2020. https://www.youtube.com/
watch?v=c8KELiZwNI8
93 ‘Second Generation Search & Rescue Aviation Programme (UKSAR2G) Industry Day’ Presentation,
Maritime and Coastguard Agency, op cit.

Crossing A Line

|

The use of drones to control borders

Military and police support
The UK military have been asked to assist with border control operations
in the English Channel during times of perceived crisis. Rey Koslowski
and Marcus Schulzke point out that “it is often important to politicians
to demonstrate to voters that they are ‘doing something’ to control
immigration”, and that actions to stop illegal border crossings “are highly
visible and make for wonderful ‘symbolic politics’.” This approach has
long shaped border control policy making,94 and is exemplified by the
highly publicised deployment of military assets in the Channel by the UK
government. In August 2020 the government controversially considered
calling in the Royal Navy to support the UK Border Force in the Channel
in undertaking unlawful ‘pushback’ operations to return people crossing
the Channel to France,95 but instead eventually deployed Royal Air Force
crewed aircraft to assist with search operations, representing the first time
that military aircraft have flown in support of the Border Force. Initially this
consisted of support from a low-flying A400M Atlas transport aircraft,96
subsequently replaced by P8-Poseidon MRA1 marine patrol aircraft and
Shadow R1 surveillance aircraft.97
Just over two weeks later the Army’s Watchkeeper drone was deployed to
patrol the Channel, operating from Lydd Airport in support of the Border
Force amid speculation that, if successful, the trial could become a permanent
tool in the government’s border control machinery.98 However, Watchkeeper
drones have crashed a number of times during development and their flight
is highly weather dependent and restricted to certain conditions, raising
questions about how much practical value they will be able to provide.
Watchkeeper took its first operational flight in support of the UK Border Force
on 2 September 2020, undertaking 15 sorties with a total flight time just short
of 44 hours during the month of September 2020.99 In the following month,
October, the number of sorties was down to six, with a flight time totalling
slightly under 24 hours.100 The drones were only permitted to fly in areas
covered by temporary airspace restrictions.101

94 Rey Koslowski and Marcus Schulzke:Drones along Borders: ‘Border Security UAVs in the United
States and the European Union’. International Studies Perspectives, 25 May 2018. http://eprints.
whiterose.ac.uk/
127015/1/Drones_along_Borders_Final.docx
95 Diane Taylor: ‘UK plan to use navy to stop migrant crossings is unlawful, lawyers warn’. Guardian,
7 August 2020. https://www.theguardian.com/world/2020/aug/07/uk-plan-to-use-navy-to-stopmigrant-crossings-is-unlawful-lawyers-warn
		 Mattha Busby: ‘MoD considering request to deploy navy to stop Channel migrants’. Guardian,
8 August 2020.
https://www.theguardian.com/uk-news/2020/aug/08/alarm-fingerprinting-custody-channelmigrants-uk
96 Jamie Grierson and Dan Sabbagh: ‘Boris Johnson accused of scapegoating migrants over Channel
comments’. Guardian, 10 August 2020. https://www.theguardian.com/uk-news/2020/aug/10/borisjohnson-hints-at-law-change-to-deport-migrants-who-cross-channel
		 ‘RAF A400M supports Home Office and UK Border Force’. Royal Air Force, 11 August 2020.
https://www.raf.mod.uk/news/articles/raf-a400m-supports-home-office-and-uk-border-force/
97 ‘P-8 Poseidon aircraft to support Border Force operations in the Channel’. Royal Air Force, 13 August
2020. https://www.gov.uk/government/news/p-8-poseidon-aircraft-to-support-border-forceoperations-in-the-channel
98 Lucy Fisher: ‘Army drone deployed to spot migrants in Channel’. Times, 31 August 2020.
https://www.thetimes.co.uk/article/army-drone-deployed-to-spot-migrants-in-channel-d3qs3nsxh
99 Letter from Ministry of Defence responding to Request for Information reference ArmySec/Equip/
Surv&Rec/FOI2020/11074, 14 October 2020.
100 Letter from Ministry of Defence responding to Request for Information reference ArmySec/Equip/
Surv&Rec/FOI2020/12813, 4 December 2020.
101 ‘Temporary Danger Areas English Channel. Temporary Danger Area Complex 31 August 2020–30
September 2020. NATS, 31 August 2020. https://www.suasnews.com/2020/08/english-channeltemporary-danger-area-complex-state-requirement/
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A soldier from 47 Regiment, Royal Artillery, removes safety warnings and covers from a Watchkeeper
drone at Lydd Airport, Kent Credit MoD

The Royal Air Force is planning to bring its new Protector drone into service
from 2024 onwards to replace its current Reaper fleet of armed drones. Some of
the Protector aircraft will be based at RAF Waddington in Lincolnshire and the
Ministry of Defence has stated that if requested, Protector would be available
to support civilian agencies in the UK, for example in search and rescue and
disaster response missions. In the light of the use of Watchkeeper over the
Channel, this support role may include assistance for border patrol operations.102
The police also have a role in border enforcement and local police forces are
involved in various border control initiatives. Many police forces have purchased
their own small drones and in 2017 the National Police Air Service (NPAS)
considered a proposal for air support capacity in the form of a large helicopter
and a large drone for coastal surveillance duties. The proposal was abandoned
before a bid for funding was submitted. Should larger drones operating beyond
visual line of sight be authorised for use by the police, it is likely that they would
be operated by NPAS rather than by local forces.103
Kent Police, which polices the landfall for the Channel crossing zone, is heavily
involved in efforts to control the border at the English Channel, and is part
of the Kent Multi-Agency Hub which brings together officers from the police,
National Crime Agency, Border Force, Her Majesty’s Revenue and Customs and

102 ‘DE&S awards contracts for first three Protector aircraft’. Desider issue 144, Ministry of Defence, August
2020. P8-9. https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_
data/file/906752/Desider-August2020-v1.pdf
103 ‘Planes, drones and helicopters: An independent study of police air support’. Her Majesty’s
Inspectorate of Constabulary and Fire & Rescue Services, November 2017. P10, 57.
https://www.justiceinspectorates.gov.uk/hmicfrs/wp-content/uploads/planes-drones-and-helicoptersan-independent-study-of-police-air-support.pdf
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Immigration and Enforcement to share and analyse intelligence.104 Kent Police
has been involved in various partnerships to investigate the use of drones for
border control, among other purposes.
Along with Essex and Merseyside Police, the Borders and Immigration Agency (now
the UK Border Force), and the Serious Organised Crime Agency (now the National
Crime Agency), Kent Police was involved in a project called the South Coast
Partnership which ran from 2007 to 2010. The aim of the Home Office-led project
was to investigate the use of drones for law enforcement purposes, including
border control. Ostensibly focusing on the seaway between England and France,
in practice the project would have undertaken a wide range of potential covert
surveillance activities along the south coast. It collapsed in 2010 when BAE Systems,
which was to have provided the necessary drones, withdrew support.105
Kent Police was also one of 16 participants in a collaborative EU-funded project
involving research institutions and governmental authorities from England,
France and the Netherlands which was intended to “stimulate the use and
public acceptability of unmanned aerial vehicles for maritime security and
safety operations.” The project, entitled ‘Integrated Coastal Zone Awareness
via Increased Situational Awareness through Innovations on Unmanned Aircraft
Systems’ (3i for short) aimed to build a prototype drone and fly it over the
Channel and North Sea to contribute to knowledge on the use of drones for
maritime security. Areas of interest included the use of the drone to monitor
“the unexpected movements of small craft across frontiers (to smuggle
commodities or people)” and “securing the borders from refugees.”106
The Police Service of Northern Ireland (PSNI) is known to use drones to assist
in searches for suspects and missing persons, but it is not known whether they
are also used for purposes related to the UK–Republic of Ireland land border.107
PSNI has said that it has no plans to police checkpoints on the border following
Brexit.108 However, PSNI is also a partner in the EU’s ROBORDER research project
on the development of automated border control technology (see above). The
force is involved in specifying user requirements and the demonstration and
evaluation of project technology.109
A brief survey conducted by Drone Wars UK using the Freedom of Information
Act raises concerns about the openness and transparency with which
government agencies would conduct border control operations using drones.
We wrote to the Maritime and Coastguard Agency, the UK Border Force, eight
police forces with major border entry ports within their jurisdiction, the National
Police Air Service, and the National Police Chiefs’ Council to make requests
under the Freedom of Information Act 2000 for the following information:
• A list of any programmes in which the agency is a participant for the use of
drones for maritime surveillance and / or border control.
• A list of any contracts which the agency has for the use of drones for
maritime surveillance and / or border control.

104 Home Office News Team: ‘Media factsheet: Small boats’. Home Office in the Media blog, 5 March 2020.
https://homeofficemedia.blog.gov.uk/2020/03/05/media-factsheet-small-boats/
105 Paul Lewis: ‘CCTV in the sky: police plan to use military-style spy drones’. Guardian, 23 January 2010.
https://www.theguardian.com/uk/2010/jan/23/cctv-sky-police-plan-drones
106 Chris Jones: ‘Back from the Battlefield: Domestic Drones in the UK’. Statewatch and Drone Wars UK, May 2014.
P34-36. https://dronewars.net/wp-content/uploads/2014/05/domestic-drones-in-the-uk-final.pdf
107 Planes, drones and helicopters: An independent study of police air support’, op cit. P78.
108 Julian O’Neill: ‘Brexit: PSNI ‘won’t police customs checkpoints’, says chief constable’. BBC News,
3 October 2019. https://www.bbc.co.uk/news/uk-northern-ireland-49925239
109 ‘Project Management and Quality Assurance Plan’. ROBORDER. https://roborder.eu/wp-content/
uploads/2018/10/ROBORDER_D8.1.pdf
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Of the twelve agencies which we contacted, only four were prepared to provide
the requested information. The Maritime and Coastguard Agency confirmed it
had no contracts for the operation of drones and provided details of feasibility
studies it had undertaken with Israeli Aircraft Industries and Elbit Systems UK
(see above). Sussex Police, Police Scotland, and the National Police Chiefs’
Council advised us that they were not engaged in any such programmes or
contracts.
The UK Border Force, the National Police Air Service and the remaining six
police forces (Kent Police, Hampshire Constabulary, Essex Police, Dyfed Powys
Police, North Wales Police, and the Police Service Northern Ireland) all informed
us in similarly worded responses that they would neither confirm nor deny
whether they were engaged in any programmes or contracts for the use of
drones for maritime surveillance and / or border control on the grounds that
doing so might prejudice national security and law enforcement.
In summary, the United Kingdom does not yet use drones on a routine basis to
control its borders. However, there is considerable interest within government in
the everyday use of drones for commercial and surveillance purposes. A number
of pilot projects are under way, and if the necessary regulatory approvals can be
gained it appears likely that drones will begin patrolling the seas around the UK
for border patrol and other purposes by the middle of this decade. On the basis
of our Freedom of Information survey it appears likely that the public will be
provided with little information about this, or the implications for their privacy.  
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China
China has the longest land border of any nation in the world. Its inland borders
are mostly in mountainous, cold regions which are difficult to garrison. China has
complicated relationships with many of its neighbours and at present its borders
with Bhutan, Burma, India, Mongolia, North Korea, and Pakistan are all to some
extent disputed. In addition, China has contesting territorial claims with South
Korea, Japan, the Philippines, Brunei, Malaysia, and Indonesia over waters in
the South China and East China Seas.
Historically, one of China’s top foreign policy priorities has been to maintain
its territorial integrity and deter, or if necessary, defeat, the threat of invasion.
Some of China’s neighbours are unstable states and China also has concerns
over stability in some of its own border regions. Border security is therefore
a high priority for China and policy is focused on maintaining stability along
its borders and exploiting opportunities for economic exchange across the
territorial borders it shares with other sovereign states.110
Given China’s advanced drone manufacturing capability and lengthy, rugged
borders it is not surprising that the Chinese government is making use of
drones to monitor and police its borders. China’s People’s Liberation Army and
People’s Armed Police Force use drones to conduct border patrol missions in
sensitive areas in Xinjiang province in the northwest of China, which borders
Pakistan, Afghanistan, and Tajikistan, and Yunnan province in the south,
which borders Burma and Laos. The drones are able to cover large areas of
territory and supplement other border protection measures such as fences,
surveillance cameras, and armed troops. Large military reconnaissance drones
such as the Harbin BZK-005 and the Cai Hong CH-4 and Wing Loong GJ-2
drones – both similar to the US Predator drone – have reportedly been used
to monitor borders in the Xinjiang Uyghur Autonomous Region.111
Drones also appear to be part of integrated border monitoring systems
consisting of electro-optical and acoustic sensors, image analysers, radar,
and command, control, and communications equipment which cover the
Indian border with Tibet and other regions. The systems are capable of all110 Carla Freeman and Drew Thompson: ‘China on the Edge: China’s Border Provinces and Chinese
Security Policy’. The Center for the National Interest and Johns Hopkins School of Advanced
International Studies, April 2011. https://www.researchgate.net/publication/268981753_China_on_
the_Edge_China%27s_Border_Provinces_and_Chinese_Security_Policy
111 Liu Xuanzun: ‘Xinjiang gets border patrol drones for better missions’. Global Times, 21 January 2020.
https://www.globaltimes.cn/content/1177627.shtml
		 Josh Spires: ‘China-India drone border feud could turn into US/Israeli tech proxy’. Drone DJ, 20 July 2020.
https://dronedj.com/2020/07/20/china-india-drone-border-feud-could-turn-into-us-israeli-tech-proxy/
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weather surveillance and automatically notify patrol teams if intruders are
detected. “Our system has been adopted by border defence units in Xinjiang,
Tibet, Yunnan and many other regions to curb illegal border crossings and
drug trafficking,” according to Mao Weichen of the Southwestern Institute of
Technology and Physics, which designed the integrated system. The system
can also be equipped with sea-scanning radar for use in coastal monitoring.112
China has recently developed a military drone which, according to official
media outlets, will help to patrol China’s mountainous border with India,
where there have been a number of confrontations between the two nations
over recent years. The Global Times, a nationalist daily newspaper owned
by the Chinese Communist Party’s People’s Daily newspaper, has reported
that the state-owned Aviation Industry Corporation of China has developed
an unmanned helicopter designed to fly in mountainous areas on “plateau
operations.” According to the Global Times the AR500C drone is “capable of
conducting missions including reconnaissance, communication relay, electronic
disruption and fire strike at high altitude” and “could help safeguard China’s
southwestern borders with India.” The drone has specially designed rotors
and an advanced high-power engine to assist flight in thin air at high altitudes
and, as it is a helicopter, does not need a large airstrip to deploy.113
The AR500C was unveiled in May 2020, shortly after China-India border
tensions flared up following an incident in the Galwan Valley in the Himalayas –
the location of the 1962 Sino-Indian war. A confrontation between Chinese
and Indian troops also took place in 2017 at the border with Bhutan.
The drone is expected to be used to patrol locations that are difficult for infantry
troops to reach on foot. A similar-looking aircraft was also sighted on board a
People’s Liberation Army Navy amphibious assault ship in July 2020 – a type of
ship which, according to the Global Times, is “expected to play a vital role in
missions such as safeguarding of territorial integrity and national sovereignty
in areas like Taiwan Island and the South China Sea.”114
India, too, has acquired drones for high altitude surveillance and reconnaissance
over hard-to-reach areas and contested border territory. India has developed the
Bharat quadcopter for surveillance of border areas near Ladakh115 and purchased
larger drones from Israel Aerospace Industries, including the Heron drone and
the smaller Searcher (which is not suitable for use at high altitudes). India is also
reported to be planning to purchase US Reaper drones in the near future116 and
is developing its own indigenous Rustom MALE attack drones, though these are
several years away from entry into service.117

112 PTI: ‘China deploys radars, drones on borders to curb infiltration’. Economic Times, 13 July 2018.
https://economictimes.indiatimes.com/news/defence/china-deploys-radars-drones-on-borders-tocurb-infiltration/articleshow/49688679.cms
113 Liu Xuanzun: ‘China’s first plateau-focused unmanned helicopter makes maiden flight, missions along border
with India expected’. Global Times, 24 May 2020. https://www.globaltimes.cn/content/1189349.shtml
114 Liu Xuanzun: ‘China’s helicopter carrier expands capability with drone’. Global Times, 2 July 2020.
https://www.globaltimes.cn/content/1193369.shtml
115 ‘Indian Army may deploy DRDO-developed drones to monitor borders’. Army Technology, 22 July
2020. https://www.army-technology.com/news/indian-army-may-deploy-drdo-developed-drones-tomonitor-borders/
116 Sandeep Unnithan: ‘Eye on China: A $3 billion US drone acquisition heads for MoD approval’. India
Today, 23 September 2020. https://www.indiatoday.in/india-today-insight/story/eye-on-china-a-3billion-us-drone-acquisition-heads-for-mod-approval-1724393-2020-09-23
117 ‘Israel vs China: How Are Israeli Drones Battling Chinese UAVs On India-China Border?’ EurAsian Times,
20 July 2020. https://eurasiantimes.com/india-china-battle-of-drones-how-israel-built-indian-dronesstack-up-against-chinese-uavs/
		 Josh Spires: ‘China-India drone border feud could turn into US/Israeli tech proxy’. Drone DJ, 20 July 2020.
https://dronedj.com/2020/07/20/china-india-drone-border-feud-could-turn-into-us-israeli-tech-proxy/
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The use of drones in sensitive, contested areas by two major powers raises risks
of provocation and conflict escalation. A crisis could conceivably be triggered
by a drone flight which, either inadvertently or deliberately, entered air space
claimed by a rival. In such an event it will not necessarily be easy to establish
the purpose of the mission, nor the origin of the drone. These factors will make
it difficult to formulate a response to such an incursion. As yet it is unlikely that
many states have developed doctrine or rules of engagement to guide how
to respond to an incident of this kind. Unintended military escalation must
therefore be reckoned as a potential consequence of the use of drones in
sensitive border areas.  
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6

Korea
The armistice which ended the Korean War in 1953 established the Korean
Demilitarized Zone (DMZ), a buffer zone between the Republic of Korea
(South Korea) and the Democratic People’s Republic of Korea (North Korea)
that intersects the 38th parallel. The armistice led to a ceasefire between the
two states but did not result in a peace treaty, and both states continue to
claim to be the sole legitimate government for the whole of Korea. Border
tensions between the two states remain high and as a result the Korean
border is one of the most militarized borders in the world. On the South
Korean side, the South Korean Army has installed a high security boundary
system to the south of the DMZ, with a comprehensive network of highperformance surveillance cameras, optical fibre networks, and autonomous
sentry guns which can automatically alert a situation room if an infringement
of the DMZ is detected, allowing a rapid military reaction.118
Both North and South Korea use drones as part of their border security
apparatus and for reconnaissance purposes. The US armed forces,
which have a strong presence in South Korea, have also deployed Gray
Eagle drones in South Korea to provide intelligence, surveillance, and
reconnaissance capabilities to American and South Korean forces.119
Drones can provide real-time images to help understand enemy activities,
giving warning of potential attacks and also allowing non-threatening
actions such as routine troop movements to be recognised as such.
They are therefore valued by both sides in the Korean stand-off.
The use of military drones in Korea began in the early 1970s, when US
AQM-34 Firebee drones flew missions along the costs of North Korea to
monitor communications. In 1988 the South Korean Ministry of National
Defence (MND) announced that it was seeking finance to build a fleet of
reconnaissance drones. At roughly the same time North Korea acquired
its first drones from China, and in the early 1990s began a domestic drone
development and production programme based around Chinese drone
technology. In 1994 Syria is believed to have provided North Korea with
Russian manufactured drones and information on their operation, and by

118 Kim Min-Seok: ‘The South Korean military is catching up with a new drone army’. The Security Times,
February 2018. https://www.the-security-times.com/the-south-korean-military-is-catching-up-with-anew-drone-army/
119 ‘Gray Eagle Unmanned Aerial System company comes to Korean Peninsula’. United States Forces
Korea, 12 March 2017. https://www.usfk.mil/Media/News/Article/1110584/gray-eagle-unmannedaerial-system-company-comes-to-korean-peninsula/
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the early 2000s North Korea was believed to be manufacturing small numbers
of its own Panghyon reconnaissance drones based on the Chinese D4 drone,
and was using them to conduct reconnaissance operations along the DMZ
and in the Yellow Sea. As of 2014 North Korea was believed to have a drone
force of around 300 aircraft of at least seven different types, which are
relatively unsophisticated in nature, and was continuing to develop its own
drones and continue efforts to acquire drones and drone technology from
China, Russia, and sources in the Middle East.120
North Korea now appears to be using drones to mount an aggressive
reconnaissance effort along the DMZ and into South Korea. Over recent
years there have been a string of incidents where drones believed to have
been launched from North Korea have crashed in the South and have been
recovered and examined by the South Korean authorities:
Box 4

North Korea’s drone surveillance operations
A number of incidents have been documented where North Korean drones
have apparently entered into South Korean airspace:121
• In October 2013 local residents discovered the wreckage of a crashed
Taiyuan Sky-09P drone on a mountain near the east coast city of
Samcheok.
• In March 2014 a North Korean drone crashed on March near the city of
Paju, just east of the DMZ. The drone, which took approximately 200
photographs, had followed a flight path over military installations and
central Seoul, including the presidential compound.
• In May 2014 South Korean air defences spotted a North Korean
reconnaissance drone at Baengnyeong Island and tried to shoot it down.
A local resident later discovered the remains of the crashed drone on the
island.
• In September 2015 South Korea triggered an anti-aircraft warning and
sent an attack helicopter and fighter jet to track down a drone that had
crossed the border, without success.
• In January 2016 South Korean soldiers fired shots at a suspected North
Korean drone that crossed into the sensitive Western part of the DMZ.
• In May 2017 South Korean troops fired on a drone that crossed the DMZ
from North Korea and was detected in Southern airspace in the eastern
province of Gangwon.
• In June 2017 a drone believed to have been sent from North Korea
crashed near the border in South Korea’s Inje province. Photos recovered
from the aircraft
are said to have included images of the US missile defence site at
Seongju.

120 Joseph S. Bermudez Jr: ‘North Korea Drones On’. 38 North, 1 July 2016. https://www.38north.org/
2016/01/jbermudez011916/
121 Joseph S. Bermudez Jr: ‘North Korea Drones On’.
		 ‘Seoul examines ‘North Korea drone.’’ BBC News, 2 April 2014. https://www.bbc.co.uk/news/worldasia-26835228
		 Julian Ryall: ‘South Korea’s military ‘fires warning shots’ at unidentified object flying towards them
from North Korea. Daily Telegraph, 23 May 2017. https://www.telegraph.co.uk/news/2017/05/23/
south-koreas-military-fires-warning-shots-unidentified-object/
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A crashed North Korean drone recovered near the demilitarised zone separating the two Koreas in
Inje, South Korea in 2017 Credit South Korean Defence Ministry

The South Korean government has concluded that there have been numerous
undetected North Korean drone flights over South Korea and in response is
developing counter-drone swarm technology. On behalf of the South Korean
military, the Korea Advanced Institute of Science and Technology (KAIST) is
developing ‘attack drones’ which can work in combination to down an enemy
drone as well as undertake conventional reconnaissance missions.122 The South
Korean army plans to set up a special organisation to lead the development of
swarms of weaponised ‘dronebots’ and a combat unit to operate the drones,
established with technical support from the US and Israel.123
South Korea also undertakes reconnaissance operations to observe activities
in North Korea using both drones and crewed ISR aircraft. South Korean arms
companies have developed a number of military drones, including Korea
Aerospace Industry’s RQ-101 Songgolmae (Falcon) reconnaissance drone, which is
reportedly capable of taking photographs inside North Korea without crossing the
border; Korean Air’s more modern KUS series drones; and the smaller Uconsystem
Remoeye series of surveillance drones, all of which are in service with the South
Korean armed forces. The South Korean Army also operates Israel Aerospace
Industries Heron and Searcher 2 drones. The Agency for Defense Development
is reportedly developing an armed MALE drone which is similar to the US MQ-9
Reaper.124 South Korea is able to draw on its position as one of the world’s
technological leaders in developing its latest drones, which are reported to make
use of advanced stealth technology, sensors, and command and control systems.125

122 Jason Strother: ‘North Korea puts its DMZ-crossing drone fleet on display’. The World, 14 December
2015. https://www.pri.org/stories/2015-12-14/north-korea-puts-its-dmz-crossing-drone-fleet-display
123 Nicola Smith: ‘South Korea to build unit of swarming drones to counter nuclear-armed North’. Daily
Telegraph, 6 December 2017. https://www.telegraph.co.uk/news/2017/12/06/south-korea-build-unitswarming-drones-counter-nuclear-armed/
124 Kim Min-Seok: ‘The South Korean military is catching up with a new drone army’, op cit.
		 ‘South Korean Defense Ministry has unveiled two new drones called Remoeye and Songgolmae’. Army
Recognition, 9 April 2014. https://www.armyrecognition.com/april_2014_global_defense_security_
news_uk/south_korean_defense_ministry_has_unveiled_two_new_drones_called_remoeye_and_
songgolmae_0904143.html
		 Franz-Stefan Gady: ‘South Korea’s Military To Receive New Reconnaissance Drone’. The Diplomat’, 13 Jan 2016.
https://thediplomat.com/2016/01/south-koreas-military-to-receive-new-reconnaissance-drone/
125 Sukjoon Yoon: ‘A Perspective on South Korea’. Center for a New American Society, undated.
http://drones.cnas.org/reports/a-perspective-on-south-korea/
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At sea the South Korean military has deployed Schiebel Camcopter S-100
drones, the Songgolmae drone, and manned reconnaissance aircraft to improve
maritime intelligence, surveillance and reconnaissance capabilities to detect
possible North Korean military incursions into its waters.126
The South Korean Air Force has also purchased four advanced Northrop
Grumman RQ4 Global Hawk surveillance drones from the United States, despite
strong opposition from North Korea. All four aircraft have now been delivered
and are believed to be operating from Sancheon Air Base in the south of the
country.127 The Global Hawk is capable of performing extended reconnaissance
missions for around 40 hours at a time at an altitude of roughly 20 kilometres,
and its sensors can perform tasks to a range of up to 3,000 km. South Korea’s
Global Hawks are expected to be able to maintain round-the-clock surveillance
of the whole of North Korea and some areas of China and Russia, and provide
near real time intelligence to South Korea and the US.128
The use of drones in the context of hostilities over the Korean border raises
issues around the legitimacy of using drones for surveillance flights to
reconnoitre another nation’s territory and the response to a drone incursion
across a border, especially if it is unclear whether the drone is undertaking a
reconnaissance or strike mission. The legal status of the Korean Peninsula and
the uncertainty as to whether drones are operating in a wartime or peacetime
situation adds to the risks of misunderstanding and escalation in such a situation.  

126 Elizabeth Shim: ‘South Korea to deploy warships, drones at maritime border’. UPI World News, 7 July 2019.
https://www.upi.com/Top_News/World-News/2019/07/07/South-Korea-to-deploy-warships-drones-atmaritime-border/3671562511970/
127 Eun-Taek Lee: ‘RQ-4 Global Hawk 4 arrived in S. Korea last month’. The Dong-A Ilbo, 15 October 2020.
https://www.donga.com/en/List/article/all/20201015/2211142/1/RQ-4-Global-Hawk-4-arrived-in-SKorea-last-month
128 ‘South Korea to Receive Second Global Hawk Recon Drone this Week’. DefenseWorld.net, 19 April
2020. https://www.defenseworld.net/news/26782/South_Korea_to_Receive_Second_Global_Hawk_
Recon_Drone_this_Week
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Russia
Drones are used by Russia’s Federal Security Service (FSB) Border Guard Service
to patrol Russia’s borders. According to the Border Guard Service’s head,
Vladimir Kulishov, domestically produced drones are “actively used in protecting
the state border” along with mobile tethered aerostat systems designated for
control of remote border sections and the co-ordination of border patrols.
Kulishov has also said that the Border Guard Service is considering the use of
medium scale and heavy drones with longer ranges and higher payloads to
control borders in the remote Arctic and Far Eastern Seas, as they would allow
distant, hard-to-access areas and areas of “active illegal activity” to be monitored
and are considered less weather dependent than conventional aircraft. Russian
manufacturers are exploring the possibility of manufacturing rotary wing drones
capable of taking off and landing from ground stations and ships, specifically
designed for Arctic weather conditions, for the Border Guard Service.129
Russia is sensitive to the use of military drones and aircraft near its borders with
NATO nations, which it claims are being used for reconnaissance purposes.
The Russian state-controlled Sputnik news agency has complained that “NATO
countries often send aircraft and drones to perform reconnaissance activities
along Russia’s borders in the Baltic, in the Black Sea off Crimea and Krasnodar”,
claiming that in the first week of August 2020 Russia detected six drones which
were carrying out reconnaissance missions near its borders.130 Similar reports
appear regularly in the Russian state-controlled media.
The five NATO nations which border Russia – Estonia, Latvia, Lithuania, Norway,
and Poland – are reported to operate only small ‘Class I’ military drones (less
than 150 kg), although Poland is seeking to acquire four MALE drones and is
currently considering purchase of either General Atomics MQ-9 Reaper drones
or Elbit Hermes 900 drones.131 A more immediate concern to Russia, however,
is the presence of US MQ-9 Reaper drones in Poland, which are deployed at
Miroslawiec Air Base and became fully operational in March 2019. Reapers
from Miroslawiec have also flown from Amari Air Base in Estonia.132 According
129 ‘Russia considers using heavy drones to control Arctic borders’. Tass Russiaan News Agency, 28 May 2020.
https://tass.com/defense/1161361
130 ‘Russia Spotted 32 Foreign Spy Jets Close to National Airspace Over Past Week’. Sputnik News,
7 August 2020. https://sputniknews.com/russia/202008071080089131-russia-spotted-32-foreign-spyjets-close-to-national-airspace-over-past-week/
131 Dan Gettinger: ‘The Drone Databook’, op cit.
132 Alison Stewart: ‘MQ-9 Reaper deploys to Estonia for first time’. United States Air Force, 7 July 2020.
https://www.mildenhall.af.mil/News/Article-Display/Article/2268461/mq-9-reaper-deploys-to-estoniafor-first-time/
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to the US Air Force the aircraft “as currently configured, are unarmed and are
only used for (intelligence, surveillance and reconnaissance) in support of U.S.
foreign policy security objectives and those of our regional partners.” Their
mission is presumably aimed at watching and eavesdropping on Russian military
movements along borders of the Russian enclave of Kaliningrad and in the
Baltic Sea.133 Russian Deputy Foreign Minister Sergey Ryabkov has stated that
“Moscow is concerned about a U.S.-Polish decision to send to Poland a squadron
of unmanned aerial vehicles” in a step he viewed as “raising military tensions in
Europe, particularly on NATO’s so-called eastern flank.”134 Russian politicians
have also described flights of US RQ-4 Global Hawk drones in Ukrainian airspace
near the occupied Crimean peninsula as a “provocation”.135 The flights, from
Sigonella Air Force Base in Italy, have taken place since 2015 and are apparently
intended to monitor Russian military activity in Ukraine and the Black Sea.136
Although Russian military forces have used drones in combat in Georgia,
Ukraine, and Syria, limited information is available in the public domain
on Russia’s drone capabilities. It appears, however, that Russia has not yet
deployed drones capable of systematic intelligence-gathering operations
along its borders with NATO member states.  

A screenshot from a flight tracking website shows the flight path of a US Global Hawk drone into Ukraine and over the Black Sea
Credit The Aviationist / Flightradar24.com
  

133 Jennifer H. Svan: ‘Air Force begins operating Reaper drone from Poland’. Stars and Stripes, 1 June 2018.
https://www.stripes.com/news/air-force-begins-operating-reaper-drone-from-poland-1.530515
134 ‘Russia Responds to Trump-Duda Summit Fearing U.S.-Made Reaper Drones’. Warsaw Institute, 13
June 2019. https://warsawinstitute.org/russia-responds-trump-duda-summit-fearing-u-s-made-reaperdrones/
135 Muhammad Irfan: ‘Crimean Lawmaker Calls US Drone Missions Near Peninsula ‘Brazen Provocation’’.
UrduPoint, 28 September 2020. https://www.urdupoint.com/en/world/crimean-lawmaker-calls-usdrone-missions-near-1041886.html
136 David Cenciotti: ‘A gigantic U.S. Air Force RQ-4 is currently flying over Ukraine, broadcasting its
position for everyone to see.’ The Aviationist, 20 July 2017. https://theaviationist.com/2017/07/20/
here-is-the-route-a-u-s-rq-4-global-hawk-drone-is-currently-flying-during-a-surveillance-mission-overthe-black-sea-and-ukraine/

|

43

44

|

Crossing A Line

|

The use of drones to control borders

8

Australia
Following the election of the Liberal-National Coalition government in 2013
the Australian government introduced measures intended to stop maritime
arrivals of asylum seekers in Australia. ‘Operation Sovereign Borders’ – a
border protection operation aimed at demonstrating a “zero tolerance” policy
to “illegal maritime arrivals” – is a military-led enterprise co-ordinated by the
Department of Home Affairs and the Australian Border Force. Elements of the
operation include mandatory detention in offshore detention and processing
facilities; turning back boats carrying asylum seekers; and the issue of temporary
protection visas only to asylum seekers. Boats are intercepted outside Australian
waters, allowing Australia to claim it has no obligation to accept individuals
concerned. The Australian government has limited the release of information
about tactics and intelligence used by the Operation Sovereign Borders
task force in undertaking border protection operations in the interests of
national security.137
In March 2014 the Australian government announced plans to buy a fleet of
Northrop Grumman MQ-4C Triton maritime surveillance drones.138 Originally
designed and built for the US Navy, the Triton MALE drone is equipped with a
sensor suite that provides a 360-degree view of its surroundings for over 2000
nautical miles. During a single flight the drone is said to be capable of watching
more than two million square miles of ocean.139 Among the reasons stated for
the purchase is the wish to patrol Australia’s borders to control attempts to
enter the country illegally and to monitor energy resources and supply routes
off Northern Australia.
Australia’s Triton programme has suffered procurement problems and delays,
and delivery of the first drone is now expected to take place in 2023, with two
further drones scheduled to arrive by early 2025 and a long-term ambition
to purchase up to seven of the drones.140 Triton will fly from a main operating
137 ‘Operation Sovereign Borders’. Australian Government. https://osb.homeaffairs.gov.au/
		 ‘Factsheet: Operation Sovereign Borders’. Georgetown University Bridge, 13 November 2019.
https://bridge.georgetown.edu/research/factsheet-operation-sovereign-borders/
138 AFP: ‘Australia to spend billions on Triton drone fleet to protect borders’. Daily Telegraph, 13 March 2014.
https://www.telegraph.co.uk/news/worldnews/australiaandthepacific/australia/10694158/Australia-tospend-1.6bn-on-drone-fleet-to-protect-borders.html
139 In practice the commander will have a choice between general surveillance across a wide area and
more intensive persistent monitoring of a specific zone. ‘MQ-4C Triton Unmanned Aircraft System’.
Royal Australian Air Force. https://www.airforce.gov.au/technology/aircraft/intelligence-surveillanceand-reconnaissance/mq-4c-triton-unmanned-aircraft
140 Julian Kerr: ‘Australia to receive first three Triton HALE UAVs by 2025’. Janes Defence, 3 July 2020.
https://www.janes.com/defence-news/news-detail/australia-to-receive-first-three-triton-hale-uavsby-2025
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base at RAAF Edinburgh near Adelaide in South
Australia, which will be its permanent control
station, and a forward operating base at RAAF
Tindal in the Northern Territory.141 Australia is
expected to use the drones to patrol far over the
Timor Sea and Indian Ocean.
The Australian government is also planning to
spend $1.3 billion on the Maritime UAS Continuous
Development programme, intended to ensure
that Australia keeps up to date with unmanned
maritime surveillance technology. Under the
programme, commencing in 2024, Australia aims
to acquire a range of drones varying between 25
and 300 kilograms. A five-yearly investment cycle
is intended to ensure that capability is regularly
updated to stay abreast of current trends.142
Australia also has plans to use unmanned surface
vehicles (USVs) to patrol inshore waters. The Royal
Australian Navy has entered into a contract with
OCIUS, manufacturer of the ‘Bluebottle’ USV, to
undertake sea trials and development work for
deployment of the sea drone for border protection
and meteorological studies. The Bluebottle is a
6-metre long autonomous vehicle, powered by
wind, waves, and sunlight, which can remain at
sea for months and is equipped with 360-degree
Operation Sovereign Borders: Australia’s national campaign to prevent
irregular migration Credit Australian Customs and Border Protection Service
cameras, radar and sonar equipment, and automatic
identification systems (AIS) able to autonomously
detect vessels in a search area. Once a vessel is detected, a signal is sent back
to an onshore operator who will investigate and undertake any necessary
action. The drone is intended to “provide the Royal Australian Navy with a
unique interoperable capability to help protect Australian maritime borders.”143
During the trial Bluebottle USVs will patrol the waters of Australia’s exclusive
economic zone, up to 200 km offshore. Under the contract, five Bluebottles
will eventually be deployed in an intelligent networked squad to patrol three
different areas of operations from 2021 onwards.
Internally, Australian police have been reported to have used drones to patrol
state borders to enforce border closures during the COVID-19 pandemic.
Border controls and closures were introduced as a quarantine measure to
prevent spread of the virus, and in particular to control movement between
Victoria, which has seen a relatively high number of infections, and other states.
Both the New South Wales police and South Australian police are reported
to have considered using drones to monitor their state borders. South
Australian Police Commissioner Grant Stevens stated that he had been in talks
141 ‘Australia Orders Triton Remotely Piloted Aircraft System’. DefenseWorld.net, 23 Jun 2020.
https://www.defenseworld.net/news/27260/Australia_Orders_Triton_Remotely_Piloted_Aircraft_System
142 Sandy Milne: ‘Australia invests $1.3bn in new drone defence program.’ Australian Aviation, 6 August 2020.
https://australianaviation.com.au/2020/08/australia-invests-1-3bn-in-new-drone-defence-program/
143 Josh Spires: ‘Drones to patrol Australian waters, keeping illegal vessels out’. Drone DJ, 9 July 2020.
https://dronedj.com/2020/07/09/drones-to-patrol-australian-waters-keeping-illegal-vessels-out/
		 Sandy Milne: ‘Bluebottle USVs green-lit for autonomous operation’. Defence Connect, 8 July 2020
		
https://www.defenceconnect.com.au/strike-air-combat/6414-bluebottle-usvs-green-lighted-forautonomous-operation
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with the Australian Defence Force as “one option” to assist police in staffing
check points, with the use of drones also under consideration.144 New South
Wales Police Commissioner confirmed the use of drones to guard the New
South Wales–Victoria border, saying “We’ll be using drones and other aerial
surveillance at the same time … There will be police. There will be aerial and
other surveillance 24/7 right across the border.”145 However, the Department
of Defence is reported to have refused a request from the South Australia
government to provide drone surveillance of the border with Victoria during
the crisis.146
The Australian response to border protection is notable for its involvement
of military forces, and operation of drones for border control purposes by
the military. This raises issues about the role of the military in border policing
operations away from a combat zone, and the military’s relationship with civilian
citizens crossing a border.   

144 Stephanie Richards: ‘SA boosts Vic border police, considers ADF and drones’. INDaily, 8 July 2020.
https://indaily.com.au/news/2020/07/08/sa-boosts-vic-border-police-considers-adf-and-drones/
145 Adam Thorn: ‘Drones to guard NSW-Vic border as Melbourne locks down’. 7 July 2020. https://
australianaviation.com.au/2020/07/drones-to-guard-nsw-vic-border-as-melbourne-locks-down/
146 Adelaide Advertiser: ‘Calls for national border plan as patrol drones knocked’. 20 August 2020.
https://www.adelaidenow.com.au/coronavirus/defence-denied-call-for-drones-to-patrol-southaustraliavictorian-border/news-story/55071734a3512fe496ef4274b735b324
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Non-state actors and
non-government organisations
Although borders are controlled by states, non-state actors and nongovernment organisations (NGOs) have also used drones in border areas
for both lawful and unlawful purposes.
Malicious uses of drones have been widely documented in the popular media.
Drones have been used by armed non-state groups in the Middle East, and
Hezbollah and Palestinian militant groups regularly send drones into Israeli
airspace from their strongholds in Lebanon and Palestine. Although these
drones are relatively unsophisticated, the threat of drone attacks is taken
seriously by the Israeli military.147
Hezbollah first flew a drone from Lebanon into Israeli airspace for reconnaissance
purposes in November 2004, and during the Lebanon war in August 2006
launched three drones each carrying explosive payloads into Israel. All three
drones were shot down by the Israeli air force. In October 2012 Hezbollah
succeeded in flying a drone over the Mediterranean Sea and into the Negev
Desert via the Gaza Strip. The drone was shot down near the Israeli nuclear
complex at Dimona and the Israeli military has stated that it was possible that
it could have recorded and transmitted imagery of the complex.
Hezbollah’s drones tend to be relatively small and presumed provided by its
partner Iran, which move at slow speed and low elevation but which, although
difficult to detect by radar, have limited destructive capability. Initially sent to
cause panic in Israel, they now appear to be used for reconnaissance purposes
and for the propaganda value derived from their entry into Israeli airspace.148
Palestinian militant groups share common tactics and common goals with
Hezbollah as well as close ties to Iran. These groups have used drones loaded
with explosives to infiltrate Israeli airspace with the intention of conducting
attacks deep inside Israel, but has so far not succeeded in causing any deaths
through this approach. The militant group al-Qassem Brigade claims to have
successfully manufactured its own Ababeel 1 drone, which was used in the

147 Arthur Holland Michel and Dan Gettinger: ‘A Brief History of Hamas and Hezbollah’s Drones.’ Center for
Study of the Drone, Bard University. 14 July 2014. https://dronecenter.bard.edu/hezbollah-hamas-drones/
		 Michael Shkolnik: ‘The Drone Threat to Israeli National Security.’ War On The Rocks, 10 January 2017.
https://warontherocks.com/2017/01/the-drone-threat-to-israeli-national-security/
		 Milton Hoenig: ‘Hezbollah and the Use of Drones as a Weapon of Terrorism’. Federation of American
Scientists. Public Interest Report Volume 67 Number 2, Spring 2014. https://fas.org/wp-content/
uploads/2014/06/Hezbollah-Drones-Spring-2014.pdf
148 Milton Hoenig: ‘Hezbollah and the Use of Drones as a Weapon of Terrorism’. Federation of American
Scientists, 5 June 2014. https://fas.org/pir-pubs/hezbollah-use-drones-weapon-terrorism/
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2014 Gaza war. The Overland Crossing Authority of the Israeli Defense Ministry
reported that between 2016 and 2018, 180 complete drones and 352 drone
parts were seized at the Erez and Karem Shalmon border crossings into
Palestine.149
Elsewhere the Houthi movement based in Yemen has also flown drones loaded
with explosives across the border into Saudi Arabia to attack military sites,
airports, and sensitive targets,150 and armed groups have used drones to
smuggle weapons from Pakistan into Indian-controlled parts of Kashmir.151
Not surprisingly, there is limited information in the public domain about the
use of drones by organised criminal groups. In its Serious Organised Crime
and Threat Assessment for 2017 the European law enforcement agency Europol
warned that organised crime groups involved in drug trafficking “will likely invest
in drone technology for trafficking purposes in order to avoid checks at border
crossing points, ports and airports”. Mexican drug cartels began experimenting
with drones to traffic drugs in 2010 and in 2012 an estimated 150 drones crossed
the border into the US.152 Drones have also been used by the Clan del Golfo,
considered to be the largest criminal gang in Colombia, to smuggle small
shipments of drugs across the Colombian border into Panama.153
In a thesis for the US Postgraduate Naval School, Aaron R. Schmersahl
postulates that Mexican drug cartels could potentially use drones for three
purposes: reconnaissance and surveillance, smuggling, and kinetic attack.
The most common use of drones by the gangs is to gain real-time intelligence
on the location and movement of border patrol and law enforcement officers
and on any vulnerabilities in border security infrastructure, replacing human
look-outs. Schmersal lists a number of cases where drones have been used to
smuggle drugs into the US, but points out that their restricted payload limits
their use for this purpose, and notes that although weaponised drones believed
to be connected to drug cartels have been found in Mexico, there is as yet
no record of them being used to undertake attacks on border patrol officers
or rival gangs.154
As well as using drones for malicious purposes, non-state actors have also used
drones for humanitarian purposes. In response to the failure of European states
to fund search and rescue services to asylum seekers crossing the Mediterranean
Sea, several NGOs undertook their own search and rescue operations. Among
these was the Migrant Offshore Aid Station (MOAS) which used two Schiebel
Camcopter S-100 drones to patrol a sea area close to Libya to spot boats in

149 Emil Archambault and Yannick Veilleux-Lepage: ‘Drone imagery in Islamic State propaganda:
flying like a state’. International Affairs, Volume 96, Issue 4, July 2020. P955–973.
https://academic.oup.com/ia/article-pdf/96/4/955/33493540/iiaa014.pdf
150 Nayera Abdallah and Omar Fahm: ‘Saudi-led coalition destroys explosive-laden drone launched
by Yemen’s Houthis – SPA’. Reuters, 6 September 2020. https://www.reuters.com/article/us-saudisecurity-yemen/saudi-led-coalition-destroys-explosive-laden-drone-launched-by-yemens-houthis-spaidUSKBN25X0VE
151 Krishna Mohan Mishra: ‘Pakistan uses drones to drop weapons at night across LoC in Jammu and
Kashmir’s Akhnoor.’ Zee News, 22 September 2020. https://zeenews.india.com/india/pakistan-usesdrones-to-drop-weapons-at-night-across-loc-in-jammu-and-kashmirs-akhnoor-2311591.html
152 Doris Gomora: “Fabrican Narcos sus Propios Drones, alerta la DEA”. El Universal, 9 July 2014.
https://archivo.eluniversal.com.mx/nacion-mexico/2014/carteles-fabrican-narcodrones-trasiegoeu-1022274.html
153 ‘Narcos usan drones para enviar cocaína a Panamá’. El Siglo, 17 November 2016.
http://elsiglo.com.pa/cronica-roja/narcos-usan-drones-para-enviar-cocaina-panama/23971369
154 Aaron R. Schmersahl: ‘Fifty Feet Above The Wall: Cartel Drones in the U.S-Mexico Border Zone
Airspace, and What To Do About Them’. Master’s Thesis, Naval Postgraduate School, Monterey,
California. March 2018. https://www.hsdl.org/?view&did=811367
		 Mexico News Daily: ‘Mexico’s Jalisco cartel is adopting a new tactic: Drones armed with C-4 explosive’.
Business Insider, 20 August 2020. https://www.businessinsider.com/mexicos-jalisco-cartel-usingdrones-armed-with-c-4-explosive-2020-8
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distress. People on the boats were rescued and given medical assistance before
being disembarked safely in Italy. The drone manufacturer, Schiebel, provided
staff to operate the drones and assisted in funding the programme and used
the operation to promote itself, claiming that the Camcopters “assisted in the
rescue of over 8,800 refugees” over five months of operation and helped MOAS
“become the first civilian organisation to use these high-tech helicopters for a
great humanitarian purpose.”155 The Spanish aid group Open Arms is testing a
fixed wing drone to aid search and rescue operations in the Mediterranean Sea.
The drone includes software that can detect if a ship is drifting and in distress,
and sends an alert to a rescue ship.156
Other uses of drones for border surveillance by non-state actors are more
ambivalent. The American Border Patrol (ABP) describes itself as “the only
non-governmental organization (NGO) that monitors the border on a regular
basis – mostly by air” operating “from a ranch right on the Mexican border
in Southeastern Arizona in the heart of a major smuggling corridor. ABP is
a watchdog. We watch what the government is doing and we report to you
directly.”157 American Border Patrol first used webcams to show live video
of illegal border crossings on the internet and then in 2003 began using a
drone carrying a video camera for the same purpose, reporting sightings
to the border patrol authorities. ABP’s drone flights received extensive
media coverage and have been credited with prompting the US government
to deploy its own drones along the border.158
Media organizations have also used commercial drones to capture video film
showing large numbers of asylum seekers crossing borders. For example, in
2015 the Daily Mail website hosted footage of people attempting to cross the
border from Serbia into Hungary. With the emotive headline “Drone footage
captures the tear gas, tanks, tents and sheer scale of the Hungarian border
fence keeping desperate migrants out”, the film showed mistreatment of
asylum seekers by Hungarian riot police.159
The use of drones by non-state actors has helped to draw broader attention
to border security issues. Drones operated by violent non-state actors
and criminal groups exploit weaknesses in border security and directly
undermine the sovereign authority of the state, both tangibly and symbolically.
Organisations such as American Border Patrol and MOAS aim to support,
rather than undermine, state functions. Although they have each used drone
technology for very different purposes, both types of organisation seek
to highlight inadequacies, as they perceive them, in the way borders are
managed by sovereign states.  

155 Schiebel: ‘Camcopter S-100 assisted in the rescue of over 8.800 refugees in the Mediterranean’.
Press release, 6 October 2015. https://www.defenseforces.com/2015/10/06/camcopter-s-100-assistedin-the-rescue-of-over-8-800-refugees-in-the-mediterranean/
156 Marta Rodriguez Martinez and Alastair Jamieson: ‘Could this drone help save migrant lives in the
Mediterranean?’ Euronews.com, 3 June 2020. https://www.euronews.com/2019/05/31/could-thisdrone-help-save-migrant-lives-in-the-mediterranean
157 ‘About American Border Patrol’. American Border Patrol. http://americanborderpatrol.com/About.html
158 Rey Koslowski and Marcus Schulzke:Drones along Borders: ‘Border Security UAVs in the United States
and the European Union’, op cit.
159 Hannah Roberts: ‘Exclusive – Flying over the Great Wall of Europe: Drone footage captures the tear
gas, tanks, tents and sheer scale of the Hungarian border fence keeping desperate migrants out’.
Daily Mail, 15 September 2015. http://www.dailymail.co.uk/news/article-3238047/Flying-GreatWall-Europe-Amazingdrone-footage-captures-tear-gas-tanks-tents-sheer-scale-Hungarian-borderfencekeeping-desperate-migrants-out.html#ixzz42M8l3xSy
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Conclusions
The use of drones to save the lives of refugees at sea, monitor potential human
rights abuses, and verify compliance with agreements between bordering
nations where relations are tense are potentially positive uses of drones at
borders. As this report illustrates, however, the current reality is very different.
Governments – the most powerful and influential players in border control
– are using drones in ways which have negative implications for the rights of
individuals and may even be placing them at increased risk. Whilst malicious
non-state actors also use drones and are less likely to be constrained by
scruples in their use of drones, non-state actors have more local and limited
impacts than those of governments. Government defines policy, sets standards
for human rights for others to follow, and creates the ethical climate in
which technology is used.
That governments are using drones at national borders in ways which challenge
human rights should come as no surprise. Illiberal right wing and nationalist
politicians around the world have made border security and immigration central
to their campaigns and policy agendas. According to their narrative national
borders must be vigorously defended to prevent the entry of undeserving
outsiders who will claim advantages from the state (such as employment, legal
protections, and welfare benefits) to which they should not be entitled. Drones,
as an intrinsically oppressive technology developed by the military to control
and intimidate populations, are a perfect tool for enforcing such views.
We have seen drones not only being used at militarised borders, but also
contributing to the militarisation of everyday borders as part of the broader
process of ‘securitisation’ through technology. Drones are often used as part
of an integrated set of technologies – satellites, sensors, smart walls – in border
policing. The use of drones and advanced combat-derived technology for
border control operations fits comfortably into a security paradigm where
border control operations are heavily influenced by the military. Roughly a
third of US Customs and Border Protection staff have previously served in
the military,160 and in recruiting its border guards Frontex states that among
the groups it seeks applications from are “military or equivalent (active and

160 Rey Koslowski and Marcus Schulzke: ‘Drones along Borders: Border Security UAVs in the United States
and the European Union’. International Studies Perspectives, op cit.
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retired).” 161 Many border security operations are modelled on low-intensity
conflict doctrines and the weapons and tactics developed for these operations
are also adopted in border security. Military forces have on occasion been called
up to support border operations, through both the sharing of information and
intelligence and through direct policing of borders.
Applying military approaches to border security, where the vast majority of
those attempting to cross the border are not insurgents or soldiers but ordinary
civilians, poses risks and raises clear human rights issues. Rey Koslowski
and Marcus Schulzke, in their review of the use of drones for border security
purposes in the US and EU, cite sources which highlight concerns that drones
provide a detached and dehumanizing perspective on migrants that could
facilitate efforts to characterize them as threats and legitimize violence against
them. They point out that border patrol drones blur the boundaries between
military combat and domestic policing in ways that could further the violent
dehumanization and non-differentiation of people.162 As the concept of
border security extends from the border and intrudes further into everyday
life, the rights implications begin to affect not just migrant ‘outgroups’ but
all citizens, introducing an invisible security apparatus that extends beyond
state boundaries.
Another casualty of a militarist approach to border security is transparency.
Even in nations which pride themselves on their liberal credentials, border
security is considered to be an integral part of national security and is treated
as a sensitive and secret matter. The results of the Freedom of Information
surveys we conducted while researching this report leave no doubt that citizens
will not be informed of decisions relating to border control technology and
will not be allowed to have access to information about operations in which
they may be being watched, followed, or eavesdropped on without their
knowledge or consent.
On the basis of our findings, we highlight the following as particular risks
resulting from the use of drones in border areas:
• The risk that drones will increasingly be used for surveillance of the wider
population – not just those involved in criminal activities at borders – at
‘upstream’ internal border locations, and not just the geographically-defined
border itself.
• The risk that the use of drones, as a primarily military technology, in border
control will contribute to the dehumanisation of those attempting to cross
borders and increase the potential for human rights abuses.
• The risk that states will use drones, as opposed to crewed aircraft and assets,
to evade their humanitarian responsibilities to those in distress.
• The risk that information from unrelated surveillance activities (for example
shipping control or traffic monitoring) is passed on to border control and
other law enforcement agencies for inclusion into a broader ‘intelligence
picture’.
• The risk that, if drones are deployed in a zone where there are border
tensions between nations, there will be a blurring between military and
policing roles and a temptation to use drones in spying or intrusion missions
which may escalate tensions.

161 ‘Become a Frontex Border Guard’. Frontex. https://frontex.europa.eu/about-frontex/careers/frontexborder-guard-recruitment/
162 Rey Koslowski and Marcus Schulzke:Drones along Borders: ‘Border Security UAVs in the United States
and the European Union’, op cit.
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High-end security technologies such as drones and border surveillance
networks act as a panacea for the consequences of a failure to manage
irregular migration. They are symptoms of an approach to global problems
which Paul Rogers, Professor of Peace Studies at the University of Bradford,
has dubbed ‘liddism’163 – attempting to use military means to keep the lid on
threats and control them rather than understand them and tackle their root
causes. This approach is positioned firmly in a neoliberal political paradigm
which emphasises the state’s role in the enforcement of security and limits
political freedoms and freedom of movement, whilst maximising corporate
and economic freedoms. The aim is to maintain the privileges enjoyed by
elite groups. The ultimate outcome of this trajectory looks set to be a semimilitary ‘security state’ where security is seen as the dominant role of the
state, individual rights take second place to state authority, and the military /
technical approach shapes a wide variety of government functions.
The UN’s special rapporteur on racism, racial discrimination, xenophobia and
related intolerance, Prof Tendayi Achiume, has warned that the rise of ‘digital
borders’ based on security technologies such as drones is “troubling”, can
be unfair, and regularly results in human rights breaches. She points out that
surveillance technologies are neither neutral not objective and have unequal
impacts on different groups, and has called for an immediate moratorium
on the procurement, sale, transfer and use of surveillance technology until
robust human rights safeguards are in place to regulate such practices.164
‘Securitisation’ tactics are doomed to failure, and may even exacerbate problems
and leave western nations more vulnerable. Drone Wars UK believes that a
sustainable security165 approach to migration, which addresses the underlying
causes of conflict, global poverty, and climate change, would be more successful
and effective than a technologically based ‘national security’ approach.
Antonine Bousquet, in his book ‘The Eye of War’, writes of the ‘martial gaze’ – the
increasing automation of perception through history which has been driven by
military imperatives, and for which drones are a modern enabler.166 “Untethered
from discrete spheres of armed conflict and committed to relentlessly pursuing
individual antagonists”, he writes, “the martial gaze must inevitably cast itself on
the very civilian society that it was ostensibly erected to defend from external
threat”. The martial gaze singles out humans as targets on the basis of their
interpersonal associations and patterns of behaviour and eventually, writes
Bousquet, everyone falls under the martial gaze. The use of drones to police
borders and broader society will have implications for everybody, not just
‘migrants’ from elsewhere.  

163 ‘Liddism’. The dictionary of ethical politics. https://ethicalpolitics.net/index.php/Liddism.html
164 Katy Fallon: ‘UN warns of impact of smart borders on refugees: ‘Data collection isn’t apolitical’’.
Guardian, 11 November 2020. https://www.theguardian.com/global-development/2020/nov/11/unwarns-of-impact-of-smart-borders-on-refugees-data-collection-isnt-apolitical
165 ‘Frequently asked questions’. Rethinking Security. https://rethinkingsecurity.org.uk/faqs/
166 Antonine Bousquet: ‘The Eye of War: Military Perception from the Telescope to the Drone’. University of
Minnesota Press, 2018.
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List of acronyms
ABP
AIS
AMO
BVLOS
CAA
CBP
DMZ
EFCA
EFTA
EMSA
EU
EU NavFor Med
Eurosur
FBI
FLIR
FSB
Frontex
KAIST
MALE
MCA
MND
MOAS
NATO
NCC
NGO
NPAS
PSNI
RAF
RAAF
RPAS
SBINet
UAS
UAV
UK
US
US
USV
WAAS
WAMI
WAPS

American Border Patrol
Automatic Identification System
Air and Marine Operations
Beyond Visual Line of Sight
Civil Aviation Authority
Customs and Border Protection
Demilitarized Zone
European Fisheries Control Agency
European Free Trade Area
European Maritime Surveillance Agency
European Union
European Naval Force Mediterranean
European Border Surveillance System
Federal Bureau of Investigation
Forward Looking Infrared
Federal Security Service of the Russian Federation
European Border and Coastguard Agency
Korea Advanced Institute of Science and Technology
Medium Altitude Long Endurance
Maritime and Coastguard Agency
Ministry of National Defence
Migrant Offshore Aid Station
North Atlantic Treaty Organisation
National Coordination Centre
Non-government Organisation
National Police Air Service
Police Service of Northern Ireland
Royal Air Force
Royal Australian Air Force
Remotely Piloted Aircraft System
Secure Border Initiative Network
Unmanned Aircraft System
Unmanned Aerial Vehicle
United Kingdom
United States
United States of America
Unmanned Surface Vehicle
Wide Area Airborne Surveillance
Wide Area Motion Imagery
Wide Area Persistent Surveillance
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